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1.0 Introduction

Welcome to the newly redesigned LINC-NET for Windows XP Professional and Vista Business
Edition, the access control system from PCSC. This user-friendly, PC-based access control
manager has been designed to give you an easy way to setup and use your LINC-NET system. In
our latest version, we've redesigned LINC-NET's interface for greater usability, but continue to
keep the elements that make LINC-NET one of the best access control systems in the industry.

LINC-NET for Windows XP Professional and Vista Business Edition runs under the Microsoft
Windows XP Professional and Windows Vista Business Edition operating systems. The host PC
should be dedicated to the access control system to ensure security integrity and management
efficiency. For optimal operation, other Windows XP Professional or Windows Vista applications
should not be running concurrently with LINC-NET for Windows XP Professional and Vista
Business Edition.

1.1 How to Use this LINC-NET User Guide

This manual is designed for use by LINC-NET for Windows XP Professional and Vista Business

Edition on-site users. The Help menus provided on-screen should also be sufficient in explaining
how to enter the proper data. This manual augments those screens and will detail certain fields,

definitions, and procedures where needed.

For more detailed understanding of LINC-NET and how to set it's hardware and software
parameters, please refer to the LINC-NET for Windows XP Professional and Vista Business
Edition Administrator Manual (p/n: 38-10055-002). For comprehensive instructions on how to
load LINC-NET and install it's basic design, please refer to the LINC-NET for Windows XP
Professional and Vista Business Edition Installation Manual (p/n: 33-10055-002).

1.2 Installation and Setup

Along with the Help screens, this guide describes how to setup your system quickly and easily. In
addition, the worksheets provided in the back of the guide will assist in organizing the information
on Card Setup, Time Periods, Holiday Lists, getting the panel online, downloading data,
opening and closing doors, and using the Help menus. After the initial system foundation has
been setup, the LINC-NET for Windows XP Professional and Vista Business Edition User
Guide should be used, for the day-to-day operation and maintenance of your system.

NOTE: LINC-NET for Windows XP Professional and Vista Business Edition
ver. 5.14.07 or greater is Windows Vista compatible.
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2.0 Getting Started

2.1 Coming and Going

2.1.1 Starting LINC-NET

To start LINC-NET, press the Window’s Start
button at the lower left-hand corner of the

screen. Make the following selection: =
Start/Programs/LNv5_14 xx/LiNC-NET. ' Welcome to LINC-NET L =

An initialization process will begin (which may
take several minutes), and then the sign-on
menu will appear. Enter the default ID #
(0)and password (PYMTF - all caps) OR use
your personal ID number/password if one has
already been setup for you by the system
administrator. The System menu will appear.
Press the User button in the lower right-hand
part of the screen. If you have installed a
client database, enter the name of the client
before entering a password. The System
menu will appear. Click on the User icon or
click on the User heading.

NOTE: Your system administrator may have already installed a User ID # and
password. In this case, LINC-NET will automatically open to the User
menu.

2.1.2 Exiting LINC-NET

NOTE In the course of setting up your system, a password system will allow
varying levels of access to LINC-NET. There will be both an access
password and an exiting password. See the section on defining
passwords within the Administrator Guide.

From the menu bar, press the Exit button at the bottom of the screen. The sign-on screen will
appear. Enter the default exit ID # (1) and password (EXIT — all caps) OR your personal exit ID
and your exit password to close and leave LINC-NET for Windows XP Professional and Vista
Business Edition.

WARNING To prevent data loss or a corrupt database while LINC-NET for
Windows XP Professional and Vista Business Edition software is
running, you MUST use your Exit password. Avoid the following: a
warm boot (CTRL-ALT-DEL) or a cold boot (Power Switch Off) on
your computer.
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2.2 User Commands and Menus

2.2.1 User Commands

This chapter provides an overview of the User Commands
Menu. The User Commands Menu is displayed after LINC-
NET is started from Windows- XP Professional and a User
class password has been entered. From the User Commands
menu a variety of features and functions are accessible. After
selecting a menu item, a set of options will be displayed. You
LiNC-NET can use either the mouse or keyboard command to initiate the
FOR WiNDOWS = function you wish to access.

C__ CARD

— ]
~ PANEL
DOOR
STATUS
LOGGER
 REPORTS

HELP

The User Commands Menu is comprised of the following main menu items:

2.2.1.1 Card

—__ CARD b

Card information to grant access to a cardholder is user-defined.
The user allows the cardholder to enter or exit a facility by defining
Card parameters. LINC-NET provides the following card functions:

Card Change allows one to set the parameters and input

Auth group X X
personal information for each cardholder.

Active status
Find

Change Authorization Groups: The cardholder can also be
latngrown || assigned an authorization group (Auth group) that

Active status associates a cardholder with a specific group of readers
Find (where the card may be used) and time period (when the
card may be used). As an added option, the user may
enter a variety of personal information for each cardholder
in the Personal file (Personal).
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2.2.1.1 Card (cont.)

Change
Auth group
Active status
Eind

Change
Auth group
Active status
Find

2.2.1.1 Time Period

Time period
Holiday list
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| |

Time period
Holiday list

Activate / Deactivate Card allows a user to activate or
deactivate a range cards.

Find allows one to search for a particular cardholder using
different criteria (Last Name, License Plate #, etc.)

Time Period is a schedule consisting of user-definable
start and stop time segments, corresponding to
associated days of the week. The system provides for
999 user-definable periods with seven start/stop
segments each. LINC-NET uses Time Periods in a variety
of ways, such as validating card access, scheduling
automatic door open, and shunting alarms, to name a
few.

The Holiday List provides for 365 user-definable holidays
(366 for leap year). The User may select the month and
days of the month that will be used to invoke an alternate
time schedule for special days of the year. Also, LINC-
NET 5.14 has the ability to set Half-day Holidays and
other alternate Holiday settings.
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2.2.1.3 Panel

2.2.1.4 Door

Page 5 of 90

Panel: Online This menu displays status on the

— - { Qniine communication between the LINC-NET Host and the
Dot panel(s). The word Online will be displayed under the
' “Panel Status” field when the panel is communicating to
LINC-NET at the (host) PC, as will the firmware Version
of the panel.
— - 4 Online Download is a term used to describe the transfer of data
Download from the LINC-NET host to the panel(s). Downloads can

be accomplished for all files or only those selected by the

user. During the download process, all Panels receiving a
download, files, and cards will be inaccessible. Logoff to

complete the download and then log back on.

LINC-NET provides several ways to open a door from the console.

open Open Door allows a user to open specific doors (or all
of them) in the system for variable amounts of time.

Open Door Close: LINC-NET is capable of closing all of the
c doors connected to a panel or all doors in a system (All
panels)
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2.2.1.5 Status

Door Door: The door status screen allows the user to view the
Input status of all the doors of one Panel. If the Panel is online,
Output the information on the screen is updated as the status is
- uploaded.

Input: The input status screen allows the user to view the

Lo status of the inputs of the selected Panel. If the Panel is
Input online, the information on the screen is updated as the
Output status is uploaded. In LINC-NET, a user is allowed to

manually shunt (and then restore to normal operation) an
errant alarm.

Output: The output status screen allows the user to view
the status of the outputs of the selected Panel. If the
Panel is online, the information on the screen is updated
Qutput as the status is uploaded. The user can also access the
energize/de-energize window from this screen.

— Door
Input

2.2.1.6 Logger

= LOGGER The LINC-NET maintains an history file comprised of records transferred
from various panels. History records are automatically transferred from
all online panels. The on-screen real-time logger appears when the
Logger is selected, and continues to scroll upward as transactions
occur at the panels and readers. The logger records the following
information: the PC host number (unless the system is a stand-alone
unit), the panel number, the alarm status, the date and time logged, the
date and time of occurrence, the name and location of where the
transaction took place, and a code reference.

2.2.1.7 Reports

~~  REPORTS ; LINC-NET is capable of producing reports to the screen or printer. The

report (Query) setup window contains a tabbed notebook for each kind
of report. The Display page allows the user to select the fields to be
included in the report and the Search page allows the user to specify
the search criteria. The Display page also contains buttons under
Change Heading that allow the user to alter the heading and the
column widths of the fields.
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2.2.1.8 System

i 60 TO SYSTEM MENU | This allows you to switch.from the User Commands Menu to
the System menu. The sign on password must have the
“Switch” class selected.
2.2.1.9 Exit
Exit allows you to sign-off from LINC-NET for Windows XP
Professional and Vista Business Edition and return to the

sign-on screen. The panels will still send transaction

messages to the logger.

2.2.1.10 Help

_ HELP 1 The Help screens assist in the data entry process and define

the criteria required for proper operation.

2.2.1.11 Data Entry and Modification

To display or make modifications to the LINC-NET for Windows XP Professional and Vista
Business Edition database, follow these instructions:

1. Enter afile selection. (Example: Card). Key letters are underlined in each file name.

Press Alt-C to access Card files. The sub-menu listing displays Change Card, Auth
Group, Active Status, and Find. Tab or arrow key to your selection, or choose using
the displayed Key letters or click on the selection.
Click on to the block that you wish to modify using the mouse or use the Tab key from the
keyboard.
Position the cursor at the data field that you wish to modify or add to, and highlight the
field by clicking on the block. A range window, described below, will appear on the
screen for those fields that offer multiple options.
A data field can be modified in one of the following ways:
e Some fields require that the operator enter the data. (Example: the name field).
Enter the data, then press the mouse button or the Tab key to advance.
e Other fields will have a navigator bar (shown below), which will appear at the
top of the file.

< <> v =] v]x]

a. b. C. d. e. f. g.

a. Set the current record to the first record.

b. Set the current record to the previous record.

c. Set the current record to the next record.

d. Set the current record to the last record.

e. Delete the current record.

f. Write changes to the current record to the database.
g. Cancel edits to the current record.

All record fields (System and User) contain the legal keyboard character input.
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2.2.2 Card

2.2.2.1 Card: Change Card
2.2.2.1.0 Card Change: Common Actions

2.2.2.1.0.1 Changing Cards - C for Change

LINC-NET offers a feature that permits the user to edit the information on individual cards. Card
numbers can be assigned from 1 to 65,000. The total number of cards assigned is dependent
upon the memory card(s) and firmware version in your panel configuration.

2.2.2.1.0.2 Changing a Card

Enter the card number in the Card Number block. To change a card name, highlight the name of
the cardholder and then enter the new name.

2.2.2.1.0.3 To Make Card Changes

Type in the card number to be changed.

For each data field to be changed, press Enter to select the data field.

Press the check box on the navigator bar to “write” the changes to the database. (See Data
Entry and Modification instructions.)

wn e
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2.2.2.1.1 Card: Change: Std (Standard) Access

4. User Commands

: CHANGE CARD —  codmmeer  [NE
o [n] 1] AN
First name _ Middle name Last nam| N
| | £ This Search button
permits scrolling through

NORMAL ACCESS AUTHORIZATION GROUP

LiNG-MET
FUR WINDOWS

=" CARD I Card active #1.ag1

I~ Long access #2, ag0

EXPIRATION DATES gy

Primary 61372011 #4. ag0
Secondary 6/1312011

GO TO § ¥YSTEM MENU

Card sumber

~Sorted by
1+ Mumber " Marme

Lastname

LiNGC-NET =
FOE WINDOWS =

X Cance\l

GO TO SYSTEMMENU |
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2.2.2.1.1.1 Normal Access

Card Active

Long Access

Expiration Date(s)

Primary Expiration

Secondary Expiration

Authorization Group
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Indicates whether the card is active or inactive.

Access time is the time a door lock is energized. There are two
access timers for each door lock: Normal and Long. The choice of
which timer to be used will be determined by the cardholder’s “Long”
attribute. If a person requires longer access time, choose Long
access; leave blank if normal access is adequate.

The card will be denied access at the end of the expiration date.
LINC-NET can support two expiration dates:

If you have previously selected Global (in Default Values- Card
Table Format = Park/Global in ConFigLN/ Create Data Base or
Bulk Initialization- Card Table Format = Park/Global in the System
menu), the system uses the Primary expiration date for all types of
readers. You must select Global if user-select PIN is to be used.

If you select Park-only, each cardholder has two card expiration
dates. The Secondary Expiration date controls the access privilege
for parking type readers and the Primary Expiration date is for all
other types of readers. This unique function allows the system
administrator to automatically deny access to cardholders at parking
readers, yet allow them to pass through all other facility-related
readers.

Assign the Authorization Group number (1 — 99,999) that describes
the authorization level for the cardholder. An authorization group is a
valid list of readers at various panels and the time period that the
cardholder can gain access. Enter a second, third, or fourth
authorization group number if applicable.

NOTE A MicroLPM-Plus4 is required to specify the third
and fourth authorization groups.
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4 User Commands

= CHANGE CARD = " cardnumber
[« [ ]r|n]]x]
| Authorization group

ra |« | » | w1 | Number (§ I agl

: Time petiod Reader(s) (for selected panel)
- |7Tlme period |0/0 ™ & Doort
LiNG-MET - b Door:
Daoor3
|'"_ " 4 Doord
Start, Stop,
e : & Doors
TIME " f Dooré
I~ o Door?

FOR WINDOWS = N Standard time period IHmmaVUmE penudl o

7 BANEE 3 [” hi Doorg

DOOR " Doorg
"I Doortn
STATUS "k Doort1

LOGGER - "I Doort2

N

- /
~ REPORTS = \ A2 3f el 5 6 el ajinjjizj1a] ﬂ-
= HELP o 0K X cancel |

By selecting the tab to the Authorization
Group and clicking on the Search button,
you can:
=  View/modify the Authorization
Group assigned to the card.

= Assign a different Authorization

ANGE CARD Group
W a]e
pane
SRR e oed
-« | - | & Number  MNarne Eind I
Time petiodl Panel Marne Maodel ~ el
" Time peria
: S 2002 16200
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— FPanel - 2 EEB
01 _
L3 >
o 0K X Cancel |
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2.2.2.1.2 Card: Change: Advanced Access

2.2.2.1.2.1 Capable to Override

Event Lockout

Access-Cost

2.2.2.1.2.2 Escort

Escort Capable

Escort Required

Page 12 of 90

LINC-NET provides a feature to disable access upon an event or alarm
condition. If the user is allowed to override this condition, select this option.

The panel offers a feature that allows units from a cardholder’s record
(status) to be debited. Debit can be determined by a reader and by a card
group. Capability to override Access-cost, will permit card holder to access
reader even when the credit balance is smaller than that required.

Ability to grant access to a cardholder that has the escort required attribute.

The cardholder must be accompanied by a card holder that has the Escort
Capable attribute. A cardholder may have both capable and required
attributes, but will always require a second unique cardholder with a capable
attribute to gain access. If the cardholder can be assigned as an Escort,
check Capable. If the cardholder must be escorted, select Required. The
Escort resource (Capable/Required) is enforced at ALL readers of ALL
panels and cannot be segregated.
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2.2.2.1.2.3 Exempt from Entry/Exit

LINC-NET supports three levels of Entry/Exit enforcement: Building, Department, and
Parking. The cardholder’s Entry/Exit status and the function type of the access reader determine
Entry/Exit decisions. A reader is assigned an Entry/Exit function. The terminal type (Building,
Department, or Parking access) determines the function. Each terminal type has an Entry/Exit
direction associated with it (In or Out). When an Entry/Exit reader reads a card, the system
checks the cardholder’s In/Out status with the terminal type. The status of the cardholder must be
OPPOSITE of the Terminal type (e.g., in order that a cardholder be granted entrance, his status
must be OUT and vice-versa).

For example, if a card is presented to a Bldg In (Building In) reader, the cardholder’'s Bldg status
must be OUT prior to use. That is to say, that he cannot be in the building and attempt to get back
in again. The feature stops the “passback” of cards. LINC-NET can be programmed to ignore or
bypass the Entry/EXxit logic to specific cardholders by setting the individual entry/exit exemption
status. If the cardholder does not follow the Entry/EXxit logic, access status will be one of the
following:

Building/Department The card holder with this attribute can go against the
entry/exit criteria for building or department type readers
(Bldgin, Bldgout, Deptin, Deptout).

Park The cardholder with this attribute does not have to comply
with the entry/exit criteria of parking type readers. If the
cardholder is Exempt from entry/exit restrictions for
Building, Department or Parking check the appropriate box
(Parkin, Parkout).

Page 13 of 90 LINC-NET 5.14 User Manual 37-10055-002-D



2.2.2.1.2.4 Card Group

There are four classes of cards that a cardholder may be assigned to: None, Group A (A), Group
B (B), and Group A and Group B (AB). Card group/class is used to activate different outputs or
used to provide counting by the different groups. Enter the Card group: A, B, AB, or None.

Middle name

Affiliation
|| Sorted by

¢ Number @ [dentifier Eing [0

Identifier Mumber |Shortvalue |Description

By selecting the tab to the
Affiliation field and
clicking on the Search
button:

= You can view/modify

Affiliation

Class-H Counter
Number/Class

PIN

the Authorization
Group assigned to
card.

= Assign a different
Authorization Group

There are 255 unique Affiliation groups available (They may be any 13
characters, for example: "123456789abcd."). This resource permits bulk
activation or deactivation of cards by a specific affiliation number. Querying an
affiliation number will generate a card authorization reports.

This feature permits allocation of a specific output (called Class-H counters [1-
40, A, B, C, and D]) to be controlled by a specified card when presented to any
number of specific readers. Define the counter number or class for counter
Class-H during terminal access.

The PIN (Personal Identification Number) field allows the operator to assign a
4-digit number to a cardholder. This PIN must be used when entering through
a door that includes a reader and PIN pad. The PIN can be entered before or
after presenting the card.

NOTE A Duress Code can be derived from the Normal PIN code by
incrementing the first and second digits by “one.” If the first and second
Regular PIN digit is a 9, the duress code digit is calculated as a 0.
Duress can only be initiated from a cardreader with PIN Pad, not from a
PIN only terminal.) Example of a Duress Code assignment: Regular PIN
= 3219, Duress Code would be: 4319; regular number = 1999, duress
would be 2099.

Do NOT assign user-defined PINs 0000, 0911 and 9811, as they are
reserved by the system.
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Elevator Control The card will be able to access floors defined by the floor groups
during the corresponding Time Periods. Change to the time period (0O-
999) which will enable the cardholder to access up to 4 corresponding
floor groups. (MicroLPM ELV in Use must be enabled in the ConfigLN
program.) See the Administrator Guide.

NOTES Depending on the panel firmware version, when toggling status for
In/Out of doors, either an Authorized card or an Authorized card
followed by a door open activation, will toggle In/Out status.

Firmware versions 1.9.7 and 7.9.7 or higher provide for an Authorized
card followed by a Door Open to toggle In/Out status.

Firmware versions 1.96, 3.96, 5.96, or 7.96 or lower provides for an
Authorized card ONLY to toggle In/Out status.

4 User Commands

I__) l’:: S G By selecting the tab to the Time
o Period field and clicking on the

Search button:

You can view/modify the
Firstname Aut_horlzat|on Group
i assigned to card.

Assign a different

Authorization Group

© Lino-NeT
" FOR WINDOWS

FrrTrTRRTTRE

CAPABLE TO OVERRIDE IATOR CONTROL
1™ Event lockout Card group None -
| Access-cost

Affiliation ]o #1

ESCORT Class-H counter numbericlass #2

= [~ Capable 0 %

E Time period 0

#3

#4

RENE

Sorted by .
[T I B S (Y
| | | |J @+ Mumber © Mame Eind @

I
i
i

Hame

Standard time period Haoliday time period
| Start Stop Start Stop

Mewver Mewver

GO TO SYSTEM MENU |
W OK X Cancel |
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2.2.2.1.3 Card: Change: Employee

Entering cardholder personal information is optional, as it does not affect access control
operations. The Card Change menu contains data fields for the following information organized
under four index tabs.

2.2.2.1.3.1 To Update Cardholder's Personal Data

1. In the Card Number field, enter the number of the card to be updated, regardless of which
data is to be modified. Press <Enter>.

2. Move to the field to be modified, selecting Employee index tab.

3. Enter new data. Click on the check mark to write modifications to the hard disk.

4. Repeat steps 2 and 3 for each field to be updated.

4 User Commands

CHANGE CARD

" EIRIOEIEES

Middle name Last name
I m

5t Access [ Rccess | Enmioee | Poto [vehicies personl [ mergency [ tatus |

EMPLOYEE INFORMATION DATES OF EMPLOYMENT
Employee number Hire iﬁ.-‘13.-2003
Company Termination iﬁ.-'13.-20|]3

Division

LiNT-NET
FUR WINDIPWS

PP AT e b

TELEPHONE NUMBERS
Department

Region

Site

IFHFERTTIT ROy (Ve (v e Vi

GOTO SYSTEMMENU |
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2.2.2.1.3.2 Employee Page- Click on Employee File Tab

Employee Number 10 characters Termination date mm/dd/yyyy
Company Displays 18 characters Card 1* expiration date mm/dd/yyyy
Division- 10 characters Card 2" expiration date mm/dd/yyyy
Department Uses a drop-down menu to Office telephone number 20 characters
choose from available
departments.
Region 10 characters Mobile telephone number 20 characters
Site 10 characters Pager telephone number 20 characters
Hire Date mm/dd/yyyy

Page 17 of 90 LINC-NET 5.14 User Manual 37-10055-002-D



2.2.2.1.4 Card: Change: Photo

Note Photo is not shown

A photo that has been added by an Administrator in the System-side of LINC-NET may be viewed
in the Photo tab. Also, LINC-NET’s Print Badge feature allows a User to create or preview a
badge for a cardmember.

& User Commands

=3 CHANGE CARD ——  cadnumber
e n] ] x]

First name Middle name _ Lastname

it accoss [ A ccess [ Empoee | ot vt [ orsont [ Emergncy | seus |

PHOTO

LiNC-MNET
I FUR WINDINS

PP PR T T R PR TTFT | P

= CARD

= TmE

Print badge ... ! | Batch print

GO TO SYSTEM MENU |

Page 18 of 90 LINC-NET 5.14 User Manual 37-10055-002-D



2.2.2.1.5 Card: Change: Vehicles

4 User Commands

=3 CHANGE CARD
& [ [

First name ‘Middle name

LiNG-MNET
FUR WiNDIDWS

IFPTFAAFRE R e [V [y

GO TO SYSTEMMENU |

2.2.2.5.1 To Update a Cardholder's Vehicle Data

1. Inthe Card Number field, enter the number of the card to be updated, regardless of which
date is to be modified. Press <Enter>.

2. Move to the field to be modified, selecting Vehicles index tab.

3. Enter new data. Click on the “check” [ v' ] button to write modifications to the hard disk.

4. Repeat steps 2 and 3 for each field to be updated.

Click on the Vehicle(s) file tab. It contains the following fields for five cardholder vehicles.

Use 20 characters Year 4 characters Model 10 characters

License 10 characters Make 10 characters Color 10 characters

Page 19 of 90 LINC-NET 5.14 User Manual 37-10055-002-D



2.2.2.1.6 Card: Change: Personal

ser Commands

LiNG-MNET

CHANGE CARD

HRIEIEE

Middle name

510 Accos [ hccess mpiope [Pt [ventes persont | Exorgency [ satus |

FUR WINDOWS

2.2.

1.

2.
3.
4

HOME ADDRESS PERSONAL DATA PHYSICAL DESCRIPTION

Street | SSN Weight

city | Marital status Height
State ‘ Dependents J Hair color

Citizen I Eye color

Sex

HOME TELEPHONE NUMBER.

GO TO SYSTEMMENU |

2.1.6.1 To Update a Cardholder's Personal Data

In the Card Number field, enter the number of the card to be updated, regardless of which
data is to be modified. Press <Enter>.

Move to the field to be modified, selecting Personal index tab.

Enter new data. Click on the check mark to write modifications to the hard disk.

Repeat steps 2 and 3 for each field to be updated.

To review the Personal page, click on the Personal page file tab.

Personal Data Physical description Physical description (cont.)
Social Security Number 10 characters Weight 10 characters Eye color 10 characters

Marital Status 5 characters Height 10 characters Sex 5 characters
Dependents 5 characters Hair color 10 characters

Citizen 10 characters

Home Address Home telephone numbers

Street 20 characters #1 20 characters

City 20 characters #2 20 characters

State 20 characters
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2.2.2.1.7 Card: Change: Emergency

LiND-MNET

FOR

(|
=" carD

[ me

|
|4": EHNEL = Primary telephone number I Primslytele’_p_hnne number I
|

= CHANGE CARD
RIRIEIEAE

First name Middle name Last name

510 cces {10 accoss mplopes [Pto [veites [orsanal | Emergency | Siates |

PRIMARY PERSON TO CONTACT SECONDARY PERSON TO CONTACT

WiNDOWS

G LR U RS IR R AR REN TR R,

Name ]l Name I

Relationship to employee | Relationship to employee

R LRR

b i SELUIIGUI! tel

GO TO SYSTEMMENU |

2.2.2.1.7.1 Cardholder's Emergency Data

1. Inthe Card Number field, enter the number of the card to be updated, regardless of which
data is to be modified. Press <Enter>.

2. Move to the field to be modified, selecting the Emergency index tab.

3. Enter new data. Click on the check mark to write modifications to the hard disk.

4. Repeat steps 2 and 3 for each field to be updated.

Click on the Emergency page file tab. It contains the following fields for primary and

secondary contacts.

Name 32 characters Primary telephone number 20 characters

Relationship to employee 10 characters Secondary telephone number 20 characters

Pag
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2.2.2.1.8 Card: Change: Status
2.2.2.1.8.1 Last Access/Last Denied

4, User Commands

= : CHANGE CARD
&1

First name Middle name Last name
d e

i1

|

st Access [aov cces [empioyee [Pto [yt [ personot | Emergeny | oo |

LAST ACCESS LAST DENIED
' Date Time Reason
PANEL Date Time
Reader PANEL
Reader

. LiNG-MNET
FOR WINDIWS

S O GG R

- STATUS AT SELECTED PANEL
Parking out iv First usage LAST ACCESS
Department out Iv Park first usage DateTime
Building Out Iwvalid PIN entry counter : PANEL
Credit balance Reader

PANEL
o g2/

;ill'll'lll'l'l'tIhllll'lillll WRTRE VR P

GO TO SYSTEMMENU |

The system must be online in order to monitor card Status. Refer to the Panel screen for on-line
status. Clicking on the Status tab allows the administrator to upload realtime information for an
employee. The first portion of the panel displays the LAST authorization information for an
employee, derived from all panels (i.e., it includes the LAST card read from ALL panels online to
the PC host). The LAST read feature of the LINC-NET is maintained by reviewing each history
record uploaded from each panel to the PC host. The most recent card read information is kept
on hard disk and is displayed in the first portion of the panel. The second portion of the Panel
displays the status of a single panel, and is shown on the screen for each request.

If In building is selected, the in/out building status of a cardholder will be displayed. The system
will display the last date and time that the card was used, and the panel and reader used. If the
card was denied at any time the system will also document the Last Denied access attempt. The
reason for the denied access will also be shown (e.g., expired card, invalid authorization group,
etc.).
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2.2.2.1.8.2 Status at Selected Panel

The card status selections are updated automatically by the system and indicate whether the
cards are being used in the system. This is used in conjunction with entry/ exit of the parking,
building, and department.

The Department indicator will show In, if the employee is in the area designated as department.
The Department indicator will show Out, if the employee is not in the department area. The
Building indicator will show In, if the employee is in the building. The Building indicator will show
Out, if the employee is not in the Building. The Parking indicator will show In, if the employee is
in the parking lot. The Parking indicator will show Out, if the employee is not in the parking lot.

First Usage When the card is issued for the first time, the entry/exit rule is not
applied for the first access. Select this option if you wish to ignore the
entry/exit rule for the first access. If you do NOT select the option, the
entry/exit rule will be followed.

Park First Usage Select this option if you wish to ignore the entry/exit rule for the first
access to the parking area. If you do NOT select the option, the
entry/exit rule will be followed.

Invalid PIN Entry This area will show the number of consecutive invalid PIN entries at a

Counter reader with pin pad. The range of values is 0-3. If a fourth attempt is
made and the improper PIN is used, a PIN error occurs and the counter
returns to zero. If a non-zero value is displayed (1-3) and then a good
PIN is issued, access will be granted and count return to zero.

Credit Balance Enter the number of credit units an employee will be assigned when the
system is enabled for access cost. Refer to Door Overview/Features in
the Administrator Guide for access cost per transaction for each card
group. Depending upon the number of credits issued to a card group,
the Access cost for a card group will be subtracted from that balance.
The system will subtract the value that was assigned for the card group
as access cost for every valid transaction.

The system will display the last date and time that the card was used,
and the reader accessed at the selected panel.

Last Access The system will display the last reader within a panel that was last
accessed by this cardholder, by displaying the Date/Time, the Panel
and specific Reader.

NOTE Depending on the panel firmware version, when toggling status for In/Out
of doors, either an Authorized card or an Authorized card followed by a
door open activation, will toggle In/Out status.

Firmware versions 1.9.7, 7.9.7 or higher provide for an Authorized card followed by a Door Open
to toggle In/Out status.

Firmware versions 1.9.6, 3.9.6, 5.9.6, or 7.9.6 or lower provides for an Authorized card ONLY to
toggle In/Out status.
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2.2.2.2 Card: Auth Group

Authorization Group consists of a list of valid readers and the times (Time Period supports 0-
99,999.) that the card holder has access through those readers. LINC-NET supports 2000 of
these groups. An Authorization Group is referenced by number (0 — 99,999) and has a user-
defined name (up to 20 characters, but only 13 will be viewed in Card Change/Add screens).
LINC-NET communicates and controls up to 4000 panels. Each panel is capable of addressing
up to 12 readers. The readers within each panel are designated by letters: reader one (a), reader
two (b), reader three (c), reader four (d), and so on up to reader twelve (l).

AUTHORIZATION GROUP -‘E' Humber ,i

Add/Delete authorization group m

Name READERS FOR SELECTED PANEL

v a  Doorl

W b Door2

LiNG-MNET

FOR WINDOWS Time period

AT Tim e

|

W e Door3
S —— W & Doord
W: i ¥ & Doors
v ;' Dooré
W o Door?
v h: Doorg
W I Doorg
W Doorlo
W K Doord
v I Doorz

el

=" CARD Standard time period | Holiday time period

‘ =" PANEL

¥
e

=
(LR

[~ 'DOOR
][F': STATUS

-

ﬂ':F': LOGGER

(LR RR AT

__ REPORTS

== THELP

[

ST vy

EA:IEL WAp 2faiap sl el T h s el 0 1 123 1415 617 418119/ EElJ

GO TO SYSTEM MENU |

Step 1 To begin, group people into departments and supervisory levels. For example, the
following list divides a company up into five different departments.

1. Executive 2. Accounting/Finance 3. Manufacturing 4. Engineering 5. Administration

Step 2 To make card entry simple, define cards to these groups on worksheet or paper:

Department Card Numbers
Executive 1-50
Administration 51-75
Engineering 76-100
Accounting/Finance 101-125
Manufacturing 126-200
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Step 3 Define the authorization area where each group is valid on worksheets or paper.

Department Card Numbers Authorization Group
Executive 1-50 ALL
Administration 51-75 Front office, side door
Engineering 76-100 Engineering, Front office, side
door, and plant
Accounting/Finance 101-125 Front office and plant
Manufacturing 126-200 plant

Step 4 Define the readers for each Authorization Group on worksheet or paper:

Authgroupl Executive: ALL readers

Authgroup2 Administration: reader a: Front door reader b: side door

Authgroup3 Engineering: reader a: Front door reader b: side door
reader c: Engineering lab reader d: plant

And so forth for the remaining Authorization Groups.

Step 5 Define the schedule of time that the groups are able to enter through the specified
reader on the worksheet or paper.

These are the Time Periods for those Authorization Groups:

Executive ALL of the time/24 hours 7 days a week

Administration 8:00amto 5 p.m Monday through Friday
Engineering 6:00 am to 5 p.m. Monday through Friday
Accounting/Finance 8:00 am to 5 p.m. Monday through Friday
Manufacturing 7:00 am to 4 p.m. Monday through Friday
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2.2.2.2.1 To Define an Authorization Group in the System

1. Enter number of the Authorization Group to be updated, and press <Enter> to bring up
that record.

2. Select the Time Period when this authorization group has access.

3. Select a Panel tab to indicate which panel.

4. Select readers on the selected panel where this authorization group has access, and
click on the “check” [ v'] button to write this data to the hard drive.

5. Repeat steps 3 and 4 for each panel that has readers in this group.

4 User Commands ﬂﬂ'ﬂ

i AUTHORIZATION GROUP ——  Number —

Add/Delete authorization group m

ag1 READERS FOR SELECTED PANEL

Using the Search
button will allow you to
scroll to another
Authorization Group.
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2.2.2.3 Card: Active Status

A group of cards can be activated or deactivated in bulk. The cards are selected by card range
and an optional affiliation number. To activate or deactivate a group of cards:

1. Type in the first card number of the group in the From Card Number field.

2. Type in the last card number of the group in the To (and Including) Card Number field.

3. If only the cards with a particular affiliation number are to be activated or deactivated,
select the check box next to With Affiliation with the space bar. Type in the affiliation.

4. Select the Start Activation or Start Deactivation button.

. User Commands 'B

—  ACTIVATEDEACTNATE CARD

Tab to either the “. . . From
Cardnumber” or to the “To
and Including Card
Number” field and click on
the Search button.

Activate/Deactivate card(s) from card number

to (and including) card number 1000
I~ with affiliation 0

This will permit selection of
the Card/Range of Cards to
be activated or deactivated.

Start activation

Start deactivation

| meports

-

Sarted by .
* MNurnber " MName Eind | /

; Murmber |Lastname |Firstname f | a’
i

vl e B e (= Y- "R RS R SR FUR

|€

o 0K % cancel |
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2.2.2.4 Card: Find

The card database can be searched based on selected field information. The fields that can be
selected for search criteria are Card Name (first or last), Card Active, Affiliation, Card Group,
Class-H Counter Number/Class, and License Plate. If criteria is “Case sensitive,” select the
“case sensitive” search box.

2.2.2.4.1 To Search for a Card

1.

N

=

E

For each search criterion, select the field by placing the mouse on the desired field, then click

the right mouse button and the field will change to black. Input a field value. A search criterion

when selected is displayed in black text. The fields that are not selected as search criteria are

shown in gray.

Specify the card range for the search by typing the first card number in the Find card(s) in

range from card number field. Press <Tab>, then type in the last card number in the to

(and including) card number field.

Select the Find FIRST button. If a card that meets all the search criteria is found, the card
information is displayed in the Record found panel in black text.

If no record was found, the Record found panel changes to gray.

If a card was found in Step 3 and you wish to find more cards that meet the search criteria,

select the Find NEXT button.

When performing a search for a cardholder by their name. If the spelling of the name is not

known, type in the first few known letters. The system will search the entire database for

cardholder names that match. To move through each possible match, click on the Find NEXT

button. This will bring up the first cardholder’s card record. When card holders have the same

name, the cards will be found in ascending card number order.

4 User Commands _ i} !EH

FIND CARD

SEARCH CRITERIA RECORD FOUND

First name Card number

Last name First name

LiNG-NET

FUR WINDOWS Caldauie 2 Last name

Affiliation Card active

=~ carp . Card group honel = Affiliation
N -

[r_ TIME Class-H counter numbericlass Card group
‘ . BANEL License plate Class-H counter numbericlass
- DOOR _ _ License plate
Mote: Right click on field label to selectideselect field.

___ STATUS All fields selected must meet search criteria.

][— LOHEE: Select all
Deselect all [~ Case sensitive search

Find card(s) in range from card number Find FIRST
to {and including) card number Find NEXT

GO TO SYSTEM MENU
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2.2.3 Time
2.2.3.1 Time: Time Period

Time Periods define a particular schedule, which consists of start and stop times, with
associated days of the week. A time period determines when a cardholder has access, when a
door is to be automatically opened, when an alarm is to be shunted (ignored), etc.

LINC-NET supports 999 Standard Time Periods (0 to 999) and 999 Holiday Time Periods (0-
999). For both the standard and holiday time periods, time periods O (zero) and 1 (one) are pre-
defined and cannot be modified. Time period 0 is a time period signifying a non-active (never)
time period. Time period 1 is pre-defined as always being active.

The user can modify the remaining time periods (2 - 999).

NOTE When using multi-day segments in one Time Period, the single day
segment must be defined FIRST and then the multi-day segment.

NOTE Time Period 2 is now initialized to ‘None.’

4. User Commands

3 TIME PERIOD ——  Number

Name Tp2
Standard | Holiday

LiNG-MNET Holiday segment(s)
FOR WINDOWS
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|
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X cancel |

GO TO SYSTEM MENU |
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GO TO SYSTEM MENU |
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2.2.3.1.1 Time Periods: Field Definitions

Time Period:

Segments:
Start Day:
Start Time:
Stop Day:

Stop Time:

Delete All Segments:
Delete Current Segment:

Insert before Current Segment:

Append after Current Segment:

Copy to Holiday Time Period:

Copy from Holiday Time Period:

Standard/Holiday:

Map to Panel:

Select the Time Period to be displayed or modified in the
“Number” field.

Each time period can have up to seven start/stop time
segments.

Select the start day(s) for the time segment.

Enter the start time for the time segment.

Select the stop day(s) for the time segment.

Enter the stop time for the time segment on the current
Time Period.

Select this button to delete all the time segments.
Select this button to delete the highlighted time segment.

Select this button to add a time segment before the
highlighted segment.

Select this button to add a time segment after the
highlighted segment.

Copy the entered time period information to the holiday
schedule.

Copy the entered time period information from the holiday
schedule to the standard schedule.

Select a tab to choose between standard time period and
holiday time period.

Select a pre-configured Time Period # 0-999 to assign a
panel time period # between the values of 2-31.

2.2.3.1.2 To Define a Time Period

1. Onthe Time Period form, type the number of the time period to be defined, and press <OK>

to bring up that record.

w N

following:

Start Day
Start Time
Stop Day
Stop Time
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Select Standard or Holiday tab.
For each time segment in the time period, insert or append a time segment and define the
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Select the start day from the day selection list.
Enter the start time.
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Enter the stop time.
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2.2.3.2 Time: Holiday List

Every company has holidays or days when the company operates different hours from the norm,
such as New Years Day, Independence Day, Thanksgiving, and Christmas. LINC-NET allows
each day of the year to be designated as a holiday. There is no limit on the number of holidays.

4 User Commands i . !H

Holiday List —

October November | &k Add earlier year
_ <p Add later year
7 i ) Delete first year

Time Period D
v Ma_ppel:lname Master list

Defautt |[Beta

Default

Default

PG R LR R R

GO TO SYSTEM MENU | i

2.2.3.2.1 To Define Holidays

1. Display the Holiday screen. The current year will be displayed on a file tab at the bottom of
the screen.

2. For convenience, up to 10 years of holidays may be programmed by clicking on the Add
button(s). Once the year(s) are added, click on the appropriate year tab to begin defining
holidays for that year.

3. Display a month by selecting a tab at the bottom of the form above the year tabs.

4. Select the day of the month to change the holiday status by clicking on the appropriate day.
Highlighted in BLUE—Holiday None—Standard day

5. After each Holiday entry, click on the “check” [ v ] button in the upper left corner to write the
data to the system database. Repeat steps 2 through 4 until all holidays have been defined.

NOTE Each panel handles the current holiday year and will expect future
holiday years when they arrive.
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2.2.3.2.2 Setting a Half-day Holiday

1. Enter the User menu and
proceed to the Holiday List
screen.

2. To select the default Holiday
Time Period for this date, click
on the appropriate day. A high-
lighted Blue square refers to a
Holiday.

3. The Scheduled Time Period
Download section will appear
in the Holiday List screen.
The calendar day will appear in
blue in this section, with a
Default next to it, meaning that
the current Holiday Time
Period is the Default time
period.

4. To use the alternate Holiday
time period, select the name
from the Master List.

5. Pull the text from the Master
List Column into the Mapped
name column. This will now
make the alternate Holiday
time period active for that
particular day on all
participating panels.

G0 TO SYSTEMMENY |
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2.2.4 Panel

2.2.4.1 Panel: Online

‘\ User Commands

] Lan

Direct COMNECTING

LiNGC-MNET
FOR WINDODWS = i)

303
4:0_4
505
B:0_6
T:07
8:0.8
9:0_8
10:0_10

\1—1'Dﬂ11-20 421-30 431-40

<

Direct

<l 1

Direct CONNECTINg
Direct
Direct
Direct
Direct
Direct
Direct

2
-
7
B
=
-

PITFERITP T I Tr e rr [VORT [y el (e

GO TO SYSTEM MENU |

Panel Online with Multiple Panels

Panel All panels currently in the system are displayed (Ten panels per screen)
Request Online Depending upon whether the port type is Direct Connect, LAN, or
Modem, the following definitions will be affected.
Port Type The type of connection to the panel is displayed here
Direct Communication is either RS232 or RS485.
LAN T?:is/field indicates a panel is connected to a local area network using
TCP/IP.
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Modem: The panel is connected to a modem and uses asynchronous message
protocol. When the Panel status field is blank, there is no connection
between the host and the panel. Select this field to dial out to the panel. If
LINC-NET was connected to another panel, then it will not allow you to
make another connection until the original modem connection is
disconnected. When the Panel status field shows [ ¥ ], de-select this field
to log off the panel and hang up. Sign-off will also hang up the modem,
but it allows history upload in progress to finish before hanging up (only
after a download).

NOTE Modem configurations for LINC-NET have not been evaluated by UL, and
are not suitable for UL1076 installations.

NOTE When a modem is connected to the panel:

-Hard Hang-up Clicking on the check box under Request Online will
cause the panel to hang up. The panel will restart if
some of the database is downloaded during the
connection.

-Soft Hang-up Logoff, and the panel will continue to communicate to
the host until all history uploading is complete. If the user
logs on again, before the history upload is complete, Soft
hang-up can be canceled. The panel will be restarted if
some of the database is downloaded during the
connection. The host is restarted also. (Changes in port
type, baud, etc., will be unaffected.)

Loop 1 of 13 possible panel loops will appear, if the COM port
has been assigned. NotinUse will appear if no loop exists.

Port The COM port (1 through 13) assigned to the loop will
appear.

Port Type NotinUse, Direct, LAN, or Modem will appear as the type
of connection.
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Panel Status Either Offline or Online Connecting will appear. This field indicates
whether the panel is communicating with LINC-NET or trying to connect.
The names assigned to the panels are displayed in the Panel column. If
a panel has auto-dialed into the LINC-NET, “Dialin” will be displayed. If
the panel has a LAN port type when requesting on-line, the Panel status
will first display connecting before giving an on-line status.

Version The firmware version number of the panel is displayed in this field when
the panel is online.
UL = MicroLPM panel types
IQ = 1Q panel types
S| = SIM panel types
UM =Ultimate panel types

Modem Connection

Current Date/Time at Panel If a modem is connected to the panel, this field
appears, and the date and time of the panel is
displayed.

Change Date/Time at Panel To enter new date and time to change the date and

time of the panel currently connected by modem.
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2.2.4.2 Panel: Download

Download is a term used to describe the transfer of data from LINC-NET to the panels.
Downloads can be accomplished for ALL files or only those selected by the user. In order to
download data, the destination panels must be online. A feature for LINC-NET is the ability to
dowload to multiple panels at the same time. This concurrent download feature allows for a faster

download time and schedule downloads.

User Commands

LiNG-MNET
FOR WINDOWS

Page 37 of 90

FILE SELECTION

v System parameters
I Readers

I Control counters

[~ Sense inputs

[~ Local alarms

Iv Floor groups

[ Holiday list

PANEL SELECTION
" Current {i.e. tabhed)
" All on-line

" All on-line and dial-up

PANEL

DOWHNLOAD TO PANEL

Select all files Clear all files

[~ Standard time periods

I Haliday time periods & Al cards

" Range in cards

[~ Erase cards + add new cards

" change existing cards

DOVWNLOAD

SCHEDULE INFORMATION

Attributes...
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2.2.4.2.1 Field Definitions

File Selection
Select All Files

Clear All Files

Panel Selection

Current (i.e.
tabbed)
ALL on-line

ALL online and
dial-up

Panel

Attributes

Start

Select the files to be downloaded if downloading individual files.

By selecting this button, all selected files will be done automatically
for you.

By selecting this button, all checked file boxes will be removed and
cleared out.

Download only to the panel selected by the tab at the bottom of the
screen.

Download to all the panels that are on-line concurrently.

Include modem type panels in download.

Select Panel by clicking the mouse on a Panel tab at the bottom of the
screen, if downloading to one panel. The name assigned to the panel will be
displayed

A user can create a name and description of a specific Download action.
(ie. ‘Sunday Midnight’ or ‘Weekly Local Alarms’). See To Schedule a
Download on page 45.

Select this button to start the download.

NOTE When selecting an All Online Download, which includes any off-line panel setup
as a Bulk Download Connection, an error will occur if the panel is requested

offline.

l\ User Commands

LiNC-MET
FOR WINDOWS

g

C
i
B

=
=
m
=

[~ | LOGGER
[*~ | REPORTS

HELP
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change existing cards

X Cancel |
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2.2.4.2.2 To Download Data

1. If downloading to one panel, select a panel from the Panel tabs at the bottom of the screen,
and select Current in the Panel Selection section. If downloading to all panels that are on-
line, select ALL Online in the Panel Selection radial button group. If downloading to all
panels that are online and also connected via dial-up, select ALL online and dial-up in the
Panel Selection radial button group.

2. If downloading selected files, make the file selection in the File Selection section.

3. Select the Start button to begin the download.

4. To complete the download process, Logoff, and then sign back on. This will cause a warm
boot (restart) of the panel to occur.

‘ _User Commands

DOWNLOAD TO PANEL

FILE SELECTION Select all files | Clear allfiles

[¥ System parameters ¥ Standard time periods ™ Ccards
= I¥ Readers ¥ Holiday time periods
LiNG-MNET E [ Control counters
FUR WINDOWS = ) MatnamE
I E [ Sense inputs LINC-HET Status

¥ Local alarms | Panel 1

I¥ Floor groups [File Qutput

|I': CARD

[ me = ¥ Holiday list ‘

[ PANEL 3
= PANEL SELECTION MMLOAD

[ DOOR = & Current (i.e. tabbed) :‘

— " Start

[ sTaTus vE & Al online

] — " All on-line and dial-up
Epp—) SCHEDULE INFORMATION

|_ REPORTS é Attributes...
[__ HELP ’3

PANEL
01 i J

G

GO TO SYSTEM MENU | [

A status window is displayed to show the progress of the download.

Panel Current panel number.
File Name of the file currently being downloaded.
Card Number Displays every 100 cards downloaded

Cancel Select this button to terminate the download.

NOTE If, at any time during the download process, you receive
a communication error, retry the download process until
a clean (no errors) download occurs.
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2.2.4.2.3To Schedule a Download

cer Commands

DOVWHLOAD TO PANEL

FILE SELECTION Select all files Clear all files

v System parameters [~ Standard time periods v Cards

v Readers [ Holiday time periods & All cards

LiNC-MNET

v Control counters " Range in cards
FUR WINDOWS

AT TR TR e e

[~ Sense inputs

|

[ Local alarms
[~ Erase cards + add new cards
Iv Floor groups

[~ Holiday list " change existing cards

PANEL SELECTION DOWNLOAD

& Current (Le. tabbed) m
" All on-line
¢ All on-line and dial-up -

SCHEDULE INFORMATION

4 Download attribute(s) definition |:||§|fg|

AR LR LA RRR R R AR

Mame |Down|uad Time- Monpe

Description |Nonpeakduwn|oadingtime
Save... X Cancel |

Mame Comment
Download Tirne- Monpe  Nonpeak downloading time

It is possible to schedule a download to
run at a specific time (ie. during non-peak
hours). The process is simple and can be
used for reports and for downloads (see
the Reports section of this manual).

|-

Procedure:

1. Select file types to be <))
downloaded. Delets

2. Select the Panels that will Q
receive the download.

3. Press the Attributes button. This will cause the Download Attribute(s) Definition pop-
up window to appear.

4. Inthe Download Attribute(s) Definition pop-up window, create a nhame for the
scheduled download in the Name space and Description.

5. Press the Save... button. You will see the name saved in the space below. Your entry will
now appeatr.

6. Press the OK button. This will close the pop-up window. The name that was created
should appear in yellow next to the Attributes button. A Schedule button should also
appear beneath the Attributes button.

|
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User Commands

LiNC-MNET
FOR WINDOWS

FILE SELECTION

[v System parameters
|+ Readers

¥ Control counters

[ Sense inputs

[~ Local alarms

v Floor groups

[ Holiday list

PANEL SELECTION
o Current {i.e. tabbed)
Al on-line

Al on-line and dial-up

PANEL

DOVWNLOAD TO PANEL

Select all files Clear all files

[~ Standard time periods ¥ Cards

| Holiday time periods + Al cards

7" Range in cards

[ Erase cards

DOWHNLOAD

" Start
SCHEDULE INFORMATION

Attributes.

f+ add new cards
" change existing cards

oe 564 7/ 848101112 1314151617 1818202122 J
-

GO TO SYSTEM MENU | |

7. Press the Schedule... button. This will cause a Schedule pop-up window to appear.

8. Select the date, time and/or frequency of the download you wish to run. It is also
possible to cross-reference other scheduled downloads by pressing the Grid... button.
9. Press the OK button once your settings are correct.

NOTE:

For the scheduled download to take place, the Host must be logged off.

v Enahled

Freguency
O DAYy

£ WEEKIy
£ MONTHIY
& ONCE

o Grid...
W OK

X Cancel

e

Scheduling starts on ar after day

Schedule fime

114501 PM =~

|Thursdav, January 30, 2003 j
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2.2.5 Door

2.2.5.1 Door: Open

The Open Door screen allows a user to manually open a single door, all the doors connected to a
selected panel or every door connected in the system. In essence, the user has the ability to
override the established system at a particular location without triggering an alarm event. The
user also has the ability to select the duration that the door will remain open from a Standard
access time to Indefinitely.

Click on the Search button to
select another panel.

User Commands

OPEN DOOR

SELECT DOORS DURATION
+ Standard access time
" Long access time

LiNG-NET
FUR WINDDWS

[~ Doord®
[~ Door5n
[ Doors1 " Marimum minutes

" Specified minutes (up to max)

" Indefinitehy

[~ Door54
v Doorss

[ Doors6
[~ Doors? " ALL doors in CURRENT panel

SCOPE
& SELECTED doors

[~ Door58 " ALL doors in ALL panels
[~ Door59
[~ Door6n

OPEN

A BA TA B Ga10a 114120 134144158 TEATT 4 1819 204 21 422 @

GO TO SYSTEM MENU l

RN RRR AR U R RL]

Select the panel by clicking the mouse on one of the Panel tabs.

In the Door name group, select the check box for each door to be opened.

If the doors are to be opened for a specified length of time, enter the number of minutes in
the Specified Minutes field.

wN e
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2.2.5.1 Door:Open (cont.)

2.2.5.1.1 Door: Open: Duration
4. Inthe Open SELECTED Door Duration, choose one of the following buttons.

Standard Access Time Open the selected doors for the same time value used for a valid card
entry. (Time defined in Door Overview)

NOTE Exception for values 1-4-- seconds automatically become 5
seconds.
Long Access Time Open the selected doors for the same time value used for a valid card
entry with the long access option. (Time Defined in Door Overview)

NOTE Exception for values 1-4-- seconds automatically become 5
seconds.

Specified Minutes Open the selected doors for the number of minutes specified above, but
not more than the maximum minutes.

Maximum Minutes Open the selected doors for the number of minutes shown in the
maximum minutes column.

Indefinitely Open the selected door until a close command is issued.

NOTE When opening a door from the selected door commands, this feature
unlocks the door access time but does NOT start the continuation of the
shunt times after the expiration of the access times, which could result in
Door Left Open messages.

2.2.5.1.2 Scope
1 Select the panel by clicking the mouse on one of the Panel tabs.
2. If the doors are to be opened for a specified length of time, enter the number of minutes in

the Specified minutes field.
3. Inthe Open ALL doors in group, choose one of the following buttons

SELECTED Doors Allows specified door to be open.

All Doors in CURRENT Panel Opens all the doors on a current panel until a
close command is issued.

ALL doors on ALL panels Opens all the doors for the time specified.
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2.2.5.2 Door: Close

'\ User Commands B |§| [EJ

—LS0

CLOSE DOOR

CLOSE DOOR = CLOSE ALL DOORS IN

Door61 Door7 CURRENT panel

LiNC-NET Door62 Door68 ALL panels
IR WINDOWS =

Door63 DoorG9

Doortid Door70

DoorGs Door71

Door6i6 Door72

T2 3k 4f 50 B ThBL Q10411 12413} 144156416 {17 1819/ [E]-=

GO TO SYSTEM MENU

2.2.5.2.1 To Close a Single Door

1. Select the panel by clicking the mouse on one of the Panel tabs.
2. Select the radial button for the door to be closed.

2.2.5.2.2 To Close All Doors in a Panel

1. Select the panel by clicking the mouse on one of the tabs.
2. Inthe Close ALL DOORS IN group, select the CURRENT Panel button. You will see the
status window of doors being closed.

2.2.5.2.3To Close All Doors in All Panels

e Inthe Close ALL DOORS IN group, select the ALL Panels button.
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2.2.6 Status

2.2.6.1 Status: Door Status

If this is the first time that the Input Status is being used on a specific panel or a new panel has
just been added, LINC-NET Status will contact the panel to get current door status. As soon as
the panel is online, the real status will be displayed on the screen. After this first initialization, the
Input Status screen will show you the last state of each status. If the panel goes offline, this
screen will still show you the last information received from the Input Status before the panel
was offline.

The Status panels are used for uploading realtime information on doors, inputs, and outputs. The
system must be online before realtime status can be accessed.

The Door Status screen displays the door lock/unlock condition and the affiliated door sense for
each door listed. Click on the detail button next to the door number for expanded door status
information.

4! User Commands |:| |§| rz|

LS

DOOR STATUS

Doorét Locked Reseredl

: - Doorg2 Locked Reseredl
LiNC-MET

FOR WINDOWS Doorb3 Locked Reservedd

Doorid Locked Reservedl
Dioorgs Locked Reseredl
DioorGE Locked Reseredl
Doore? Locked Reseredl
Doorgd Locked Reseredl
Dioorg9 Locked Reseredl
Dioorfo Locked Reseredl

Dioor? 1 Locked Reseredl

U
_|
_|
_|
_|
_|
_|
_|
_|
_|
_|
_|

Doorf2 Locked Reseredl

\ip2a 3t af sl B T el o0 i3 f1af1s BT 18518/ EE[J
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2.2.6.1.1 Status: Door Status: Detail

The Door Status Detail panel displays the status of each door, covering the outputs and inputs
associated with the selected door. To monitor the status of a particular door, select the door
number desired by entering the number or by using the navigation arrows to the left.

A/ User Commands |Z| |E‘ E‘

i DOOR STATUS
Number 65 Name Doorgs

: DOOR LOCK DOOR SENSE
LiNC-NET

FUR WiNDOWS Number g Locked 25 Reservedd

AT AT T ey

|

Vet w I Blocked READER DETECT
Time Period Control Hone

| =
=
=

5 e Reservedd

= | 1D
=
8

=
m

Operation MHone

[~ Egress [ Access
EGRESS

\8 Ig I
= =
el | =

M ¥
LR

EXTERNAL SHUNT/LOCAL ALARM 24  Reservedd

Wl
-

Number 17 Off

Value 0 I Blocked

HTHH

[

RN R REER LR

Time Period Control

Operation

PR DT T i EEIQ

GO TO SYSTEM MENU |

2.2.6.1.2 Door Lock
Number This is the output number for the door selected. Locked will appear if the
selected door is locked.

Value This is the current output value.
Blocked Resource Not available
Time Period Control This will display None if there is no time period control or Under TP

Control if there is a time period entered for locking, or Suspended if the
time period set has been suspended, or Override for 1 cycle if the time
period will be overridden for one cycle.

Operation This will display DecrementSec, DecrementMin, IncrementSec, or
IncrementMin depending upon whether the counter is being incremented
or decremented by each minute or each second.

Egress If the door is unlocked for egress, this box will be checked.
Access If there has been an access, this box will be checked.
Shunt Standard or Long access will display.
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2.2.6.1.3 External Shunt/Local Alarm

Number

Value
Blocked Resource

Time Period Control

Operation

2.2.6.1.4 Door Sense

This is the output number for the external shunt for the door
selected. Adjacent to this will be an On or Off notice.

This is the current output value.
Not available

This will display None if there is no time period control or
Under TP Control if there is a time period entered for locking,
or Suspended if the time period set has been suspended, or
Override for 1 cycle if time period control will be overridden for
one cycle.

This will display DecrementSec, DecrementMin,
IncrementSec, or IncrementMin depending upon whether the
counter is being incremented or decremented by each minute
or each second.

The sense input associated with door will read as one of the following: Door Closed, Door Open,
Door Ajar, DoorForced Open, Alarm or ReservedO (if the panel is offline).

2.2.6.1.5 Reader Detect

The sense input associated with the reader detect circuit will read as one of the following:
Normal, Reader Disconnected, or ReservedO (if the panel is offline).

2.2.6.1.6 Egress

The egress sense input, if energized, will read as Normal and the status will be reflected in the
Egress box under door lock, or it will read as or ReservedO (if the panel is offline).

2.2.6.1.7 Back

Back returns you to the previous screen.
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2.2.6.2 Status: Input Status

INPUT STATUS

LiNG-MNET Daar _Imarmal ulsila _lalarm

FOR WINDOWS

PATITATITIATTTTT T Ty

Diont? _|Reader Disconnected ulsi1d4 _IMarmal

|

-
(i

i Door3 Mormal ulsils Maormal
—) - -

- Doord _Imaormal Door _Irnormal
r'- TIME

Doors _IMarmal Dot _|Door Ajar
| [~ PANEL

v
i

Doorf _Irarmal Door? _Irnarmal

== "DOOR Doar? _lrormal Doar? _|Door Forced Open

|

me s ot AW N a

= STATUS Doorg _Imarmal Door3 _IMarmal

-

Doord _Inormal Doord _Irormal
Doart 0 _Irormal Doord _Irormal
Doort 1 _Imarmal Doord _IMormal

] [~ LOGGER

| [~ REPORTS

[*= “HELP

Doorl 2 _Inormal Doord _Irormal

|

PITFRTITRITR (O e
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The Sense Input Status screen displays the current state of all sense inputs from 1to 71. The
screen provides the status in three sections divided by index tabs. The first tab displays sense
inputs 1 to 24. The second tab displays sense inputs 25 to 48 and the last tab displays sense
inputs 49 to 71. The following chart describes the types of status that are associated with each
kind of sense input.

NOTE Sense Inputs 72-119 cannot currently have their status’ displayed.

1to 12 = Reader detect (present or not)

13 = Tamper Switch
14 to 15 = Reserved = uLPM but S.I.# 14 is used in the IQ series
16 to 39 = User-programmable
40 to 55 = Supervised door sense, alarm, input switch, and event
56 to 71 = Programmable for event, alarm, and input switch

It is important to note that alarm messages that appear in the Input Status screen are color-
coded. This allows a User an easier visual recognition of an alarm condition. The color codes are

as follows:
e Red- Alarm
e Green- Acknowledge
e Blue- Reset
e Yellow- Shunted
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The status conditions for each will display as follows:

Reader Detect 1. Reader Disconnect
2. Normal (connected)

Tamper Switch 1. Alarm
2. Normal

User-Programmable 1. Normal (Defined as Door Sense)
a. Normal
2. Alarm (Defined as Door Sense)
a. Door Ajar
b. Door Forced Open
c. Door Open
Supervised . Open Circuit
. Short Circuit
. Calibrate Fault
. Normal (Defined as Door Sense)
a. Normal
. Alarm (Defined as Door Sense)
a. Door Ajar
b. Door Forced Open

A WN PR

(€21
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2.2.6.2.1 Manual Shunt and Restore normal operations of Alarms from Input
Screen.

If the case of an alarm becoming active inappropriately, LINC-NET has a feature that allows a
user to Manually Shunt an alarm and then later restore it to Normal status directly from the
Input Status screen.

1. If an alarm becomes active, double-click on the specified alarm in the Alarms window.

—Sense Input Alarms
(+ Pending 1

" lgnored 0

r Tranzaction Alarms

f* Pending 1] " Ilgnored

1]

4 0

Conc Panel Humber Priority Hame

1 17 0 Doorl

Conc Panel Tranzaclion

Prionity  ~|

L4

|

[

Double click on an alarm to display detail and to acknowledge.

2. The Sense Input Alarm Detail window will open. Click the Acknowledge button to close
the window.

Sense Input Alarm Detail

Panel 1

Humber 17 Mame Doorl
Status Pending

Priority i}

Alarm Condition  Door Forced Open

Current state Door Farced Open

History Record
[roor Forced Open
Panel 1

4730/2002 3:41:03 PM
[oorl

Input=17. Output=1.

Instructions

Action taken

lgnore |

Acknowledge

Close |

NOTE For more information, see Alarms Setup (Section 2.2.9)

Page 50 of 90

LINC-NET 5.14 User Manual

37-10055-002-D



3. To shunt the alarm from sounding again, access the Input Status screen in the User
menu. Press the box for the input to be shunted. This will cause the Input Shunt window
to open.

ser Commands M [=]

INPUT STATUS

I

LiNG=-NET Do _Inarmal 13 ulsi13 _laarm

FOR WINDOWS

T T T I TR T T

Manually shunt input

i Door2 _|Reader Disconnected 14 ulsild _Arormal
i Door3 Marmal 18 ulsils Marmal
[~ carD 3 - 8
Doord _Inarnal 16 Doorl _Imarmal
|_ TIME
i - == Doord _rormal 17 Doorl _|Doar Ajar
|— PANEL DoorG _Inarmal 18  Door? _Irormal
= " DOOR {5 Door? _IMarnal 19 Door? _|Door Forced Open
= STATUS " Doorg _rarmal 20 Door3 _Irormal
i = _Imarmal
_J— LOGGER - '\ Input Shunk - |I:I| Kl
- T o _IMaormal
|_ REPORTS e
S _IMarmal
- E Mumber 17 —INormal
i E
| 3 Mame Doorl =
I =

GO TO SYSTEM MENU |

Restore nommal operation |

IL Cloze

4. Inthe Input Shunt window, Press the Manually Shunt Window button. This will cause
the existing alarm to turn from red (or green if it is not currently active) to yellow (as 17
does in the example below). The alarm will not sound for that reader, but will remain
yellow until restored to Normal operation.
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2.2.6.2.2 To Restore a Shunted Alarm to Normal Operation

1. Gotothe Input Status screen in the User menu. You can find the shunted input by its
yellow font.

2. Select the box next to the shunted input. This will cause the Input Shunt window to
appear.

3. Press the Restore normal operation button to restore normal status to the selected
reader. On the Input Status screen, the reader’s font color should go from yellow to green
(or red if the alarm is active).

_loix

Mumber 17

Mame Droard

Manually shunt input |

{ Hestore normal operation

j-'L Closze |
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2.2.6.3 Output Status

A/ User Commands

LS50

OUTPUT STATUS

(12 [1523] 200 300

| LiND-NET | uBce25

MR NTSIORL. § UBee26
uBee2y
uBcc28
uBcc29
UBCE30
uficc3t
uBct3z2
ubice33
uficc34
ufcc3s

B B E EEEBREREBREBEREE
i B E B EEEEEREBER

UGcc36

HEE W N NENENE W

B Th 8 9104 1112313148183 16417418 184204 21422 23]32[—:‘]

e L A AR LA e

GOTO SYSTEMMENU |

The Output Status screen provides the operator with information regarding the physical state of
the Door Lock, External Shunt, Local Alarm, and non-Door related outputs. Not every field
within the output setup screen is used for every kind of output.

2.2.6.3.1 External Shunt

e When a door (with external shunt output) is unlocked by time schedule, the lock and
external shunt outputs will display an internally derived value and the On field will be
selected. Only the lock output will reflect Under TP Control within the Time Period Control
field.

e When a door (with external shunt output) is unlocked by card transactions, the lock and
external shunt outputs will display unique internally derived values and the On field will be
selected. Only the lock output will reflect Operation of DecrementSec.

e When a door (with external shunt output) is unlocked by egress (with energize)
transaction, the lock and external shunt outputs will display unique internally derived values
and the On field will be selected. Only the lock output will reflect Operation of
DecrementSec.

e When a door (with external shunt output) is unlocked by command from the Open Door
screen (for Standard/Long access time), the lock and external shunt outputs will display an
internally derived value and the On field will be selected. Only the lock output will reflect
Operation of DecrementSec.
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e When a door (with external shunt output) is unlocked by command from the Open Door
screen (for the “specified minutes”), the lock and external shunt outputs will display an
internally derived value and the On field will be selected. Only the lock output will reflect
operation of DecrementSec.

e When a door (with external shunt output) is unlocked by command from the Open Door
screen (for the “maximum minutes”), the lock and external shunt outputs will display an
internally derived value and the On field will be selected. Only the lock output will reflect
operation of DecrementSec.

¢ When a door (with external shunt output) is unlocked by command from the Open Door
screen (indefinitely), the lock and external shunt outputs will display an internally derived
value and the On field will be selected.

e When a door (with external shunt output) is unlocked by Time Period Control and is locked
by command from the Close Door screen, the lock and external shunt outputs will display a
zero in the Value field and the On field will NOT be selected. Only the lock output will reflect
an Under TP Control message in the Time Period Control field until the end of the
schedule when the door would have locked automatically.

2.2.6.3.2 Local Alarm

e When a door (with Local Alarm output) is unlocked by card transaction and Left Ajar, the
lock and external shunt outputs will display an internally derived value and the On field will
be selected. The Operation field will display DecrementSec. The Local Alarm output will
display an internally derived value and the On field will be selected.

e When a door (with Local Alarm output) is unlocked by egress (with energize) transaction,
the lock output will display an internally derived value and the On field will be selected. The
Operation field will display DecrementSec. The Local Alarm output will display an internally
derived value and the On field will be selected.
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2.2.6.3.3 Energize/De-energize

!‘ User Commands

QUTPUT STATUS

| ez

25 u9cc25 |
26 u9cc26 |
27 udcc2?

LiNGC-MET
FUR WINDOWS

28 ulcc2a
29 udec29

o o 2o o o o

30 ulce30
iyl ulcedl
32 ulce3z
33 udcc3l
34 ugdcc34
35 udcc3s

o 5
O T T

H

36 udcc3b

Ef: - (NPT ST T !ﬂ___.Energize,.-"De—Energize O] x|

Humber 25

—Energize Option

" Specified minutes [up to max] |1
When viewing output status (for counters not

affiliated with doors), a button appears under = Maximum minutes; 544
the Change column. This button will permit " Indefinitely

manual activation or deactivation of an

output. When clicking on the Change button, Energize

the Energize/De-energize dialog box will
appear. To activate the output (energize) one
of several options are possible. For activating De-energize j‘L Cancel
for a specific duration type in the number of - -

minutes and then select the specified

duration, type in the number of minutes, and then select the specified minutes (up to the
maximum) option. Then, click the Energize button. To activate the output for the longest timed
duration, click on the maximum minutes option and then click on the Energize button. In both
cases, (specified minutes or maximum minutes) the system will automatically deactivate the
output after the selected interval.

To command an output to activate until it is instructed to deactivate, select the Indefinite option,
and then click on the Energize button. To command an output to deactivate (no matter how it
was activated), click on the De-energize button. The output specified will instantly deactivate.

The Energize/De-energize dialog box will close from the screen when either the Energize, De-
energize or Cancel buttons are clicked.
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2.2.7 Logoff

Logoff and return to the Password entry menu by clicking on the EXIT button at the lower right-
hand corner of the LINC-NET menu.

2.2.8 Help

LINC-NET provides online information to assist in understanding your access control system.
Clicking on the Help title accesses help. More often than not, you will refer to Help for procedures
used infrequently, but as an accessible source of reference, it will also remind you of certain
routine maintenance procedures.

Once the Help window is displayed, you may move or resize it to your preference. Click on
Contents once you have selected Help.

After you are in the Help screen, you can access other sub-topics by clicking on the topics given.
Text links provide a direct reference point from major topic to more specific areas. The cursor or
pointer will change to a finger-pointing hand when there is a topic that can be clicked on for
further information.

For example, the Help screen also has its own online How-to-Use-Help. Select the Help menu
and click on How-to-Use-Help. The information presented is displayed in this menu.

2.2.8.1 Printing a Help Topic

Help topics may be printed on the default printer. If more than one printer is hooked up to your
system, you can select any one of them as the default printer using the Print Setup menu.

1. Select Print Setup from the pull-down menu in Help.

2. Select the printer that you are using.

3. Change the default printer options as required

4. Select the Options desired.
To set the proper text, go to the Windows Program Manager and select Applications. Double
click on the Control Panel icon and then click on the Printers icon. To the right click on the
Add>>> button. Select Generic/Text Only under the List of Printers. Press Install. The text
setting is now defined.

5. Click on the OK button.
Select Print Topic when the default parameters have been setup.

NOTE You cannot print information from a pop-up window.
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2.2.8.2 Traveling through the Help Screens

There are several different methods of accessing the different topics in Help. You can jump
forward, move back, and search for specific information.

Moving Backward: Select the Back button on the Help button bar or
type b. You will move backwards in the order that
you previously viewed topics.

Display the Help Contents List: Select the Contents button from the Help button bar
or type c.

Return to Help Topics Previously Select the History button from the help button bar or

Viewed: type t. Double click on the topic that you wish to

return to or select it and click (press Enter). Use the
scroll bar, if necessary.

Search for a Topic: Select the Search button from the Help button bar or
type S. Select the word or phrase that you want to
search for. When you start typing, the words that
most closely match the text you type are displayed.
Select the Show Topics button and choose the topic
that you wish to view. Choose the Go To button.
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2.2.9 Alarms

Alarms, when triggered, will appear no matter what LINC-NET screen a user is working with at
that time. Alarms are configured in the Systems menu, but Alarm Acknowledgment can be
performed in either menu.

—Sensze Input Alarms —Tranzaction Alarms
f* Pending 1 " lgnored 1] {+ Pending 1] " lgnored 1]
Conc Panel Humber Priorty Hame ﬂ Conc Panel Tranzaction Priority ﬂ
30 1 17 0 Doorl Ld

Double click on an alarm to dizplay detail and to acknowledge.

Alarms Field
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2.2.9.1 Alarm Acknowledgment

Press the red panel alarm clock when flashing.

An alarm occurs whenever any of the listed Transaction or Sense Input Alarm conditions are
tripped. The System or User Main screens will display a flashing red alarm clock along with
intermittent beep.

NOTE A sound blaster card and speakers may be installed, and a sound byte may be
used to annunciate alarms. To acknowledge an alarm, the operator can double
click on the alarm transaction that comes up on the Sense Input or
Transaction Alarm window. A detail screen appears which lists panel,
priority, status, condition, current state, and an Acknowledgment and
Ignore button. Before acknowledging the alarm, the operator may specify the
action taken in response to the alarm. The action taken is written as part of the
alarm acknowledge journal record, which is logged upon acknowledgment of
the alarm. The audio and visual reference indicators of a pending alarm stay
active until the operator has acknowledged all pending alarms. Optional
software exists for graphic alarm annunciation. Contact your dealer for more
information.

r Commands

¥ Transaction Alarm Detail

rInstruction
Panel 1 Dispatch Security to Location and Investigate.

LiNC-MNET

FUR WINDOWS Code Undefined Card

Status Fending
Priority 1]

T T

istory Record
Undefined Card
12302003 8:57:38 AM
Panel 1 Doorl
19

Reader=a.

Action taken lgnore

PENDING ALARMS GO TO SYSTEM MENU |

Transaction Alarm Detail
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3.0 Reports

LINC-NET is capable of producing reports to the screen or printer. The report setup window
contains a tabbed notebook. The Display page allows the user to select the fields to be included
in the report and the Search page allows the user to specify the search criteria. The Display page
also contains buttons under Change Heading that allow the user to alter the heading and the
width of the field.

3.1 Generate a Report

Reports generated by LINC-NET give the user the ability to display or print system parameters
and user-entered data. The following is a list of the reports available from LINC-NET:

History Record of transactions by date and time
Host Host configuration
Panel Panel configuration

Operator Audit Record of Operator actions

Building Hours Record of hours of access in affiliation to a panel.

Reader Reader assignment and configuration

Input Sense Input assignment and configuration
Output Output assignment and configuration

Floor Group Floor Group assignment and configuration

Card (Auth) Cardholder’s Access Control parameters

Auth Group List of Readers and valid Time Periods

Card Personal Cardholder’s Personal Data

Card Status Cardholder’s Last access and Building IN status
Time Period Time Period Lis

Holiday List List of Company holidays

Print Badge Allows user to print cardholder badges in batches
Input Alarm Record of sense input alarms generated
Xaction Alarm Record of transaction alarms generated

Print Photos Allows user to print cardholder photos in batches

From the System or User Commands Menu, click on the Reports icon and the Reports Main
Menu will appear. The Reports Main Menu displays icons for all of the Report Options
available. Click on an icon or click on Select Report and choose a report option.
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3.2 Creating Custom Reports

Cuztom report Report ine length / Mawimum: 172 /0
Mone j Create. .. | View E xit |
Print [~ Print to file

LINC-NET has the ability to save Custom Report settings. At the bottom of each Report page
(with the exception of the Print Badges and Print Photos pages), is a Custom report section
where settings can be saved and later re-used.

3.2.1 To save a custom report setting

1. Select the items that you wish to view in the report.
2. Inthe Custom report section, press the Create... button. This will cause the Create
Custom Report window to appear.

x
History
A user can Name IExecutwe New |

Choose the IFor Upper Management
printer that will N(Qsj:‘b

print a custom
report from the

Click on a record below to select a report.

MName Comment
Setup bUtton- LExecuiive For Upper Management
See Setup:
Reports —
Printer
Attributes
KT 2
Delete 1| Close

In the Name field, name the Custom Report setting as it should be known.
In the Comment field, place any other necessary information.

Press the Save button to save the setting.

Press the Close button to close the Create custom report pop-up window.

ook w

3.2.2 Selecting a Custom Report setting

1. Inthe Custom report section for of the selected Report page, select the pull-down menu
that displays the setting that was created.
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3.2.3 To delete a Custom report setting

In the Create custom report window, select the report name that you wish to remove.

1.
2. Press the Delete button.
3. A Warning window will appear informing you of the report you are about to delete. Press

the Yes button to delete.
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3.3 To Schedule a Report

After a Custom report has been created, it is possible to schedule that report to run at a specific
time (ie. during non-peak hours). The process is simple and can be used for most reports and for
scheduling Host to Panel downloads (see the LINC-NET 5.14 User manual).

NOTE For a scheduled Report to run, it must be in the Logon/Logoff screen to take
affect.

Procedure:
1. Save a Custom Report by using the method described above.
2. Once the report has been saved, go to the Custom reports pull-down menu and select a
custom report. A button will appear named Schedule... with the report description

preceding it.
=k
Display | search | File Option |

Select Display descriptions Change Heading
r PC number —Display sequence PC
r Task i+ Log order Task
- Log Date/Time i~ Dateltime order Log Date/Time
I~ Panel number Panel
v Code Code
v Alarm status Alarm status
v Date/Time Date/Time
v Card number Card number
I~ Card name Card name
v Where Where See
v Other Other Reports-

- Printer
1 Attributes

ustom report @ne length / Maximum: 1721207 for an
|—(| | Create... | View it | explanation

For Upper Management Schedule... | Print [~ Print to file of maximum
line length.
3. Pressthe Schedule... button. This will cause a Schedule:Report pop-up window to
appear.

x4

¥ Enabled

FiuEne Scheduling starts on or after day I\N"ednasday, kay 01,2002 j
DAYy Schedule time W
 WEEKly
& MONTHIy Scheduls monthly ory
~ ONCE * day |1 j of the month [last day of month if too large]

- i the IFirsl j ISunday j of the month

o OK |

X Cancel |

4. Select the date, time and frequency of the report you wish to run. It is also possible to
cross-reference other scheduled reports and downloads by pressing the Grid... button.
5. Press the OK button once your settings are correct.
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3.3.1 Display

Some of the reports exceed 80 characters per line in length. Therefore, when using an 80-
column printer, the records will be truncated (deleted) past the 80th character on the right side of
the screen. In order to display or print the reports without having to “lose” the data, the user
should select only those fields that need to be printed. If a report exceeds the 80-character
length, the user must de-select other fields until the selected data fits within the maximum length.
A second report may be required for additional field selections. If a 132-column printer is used,
then truncated fields should not result.

3.3.2 Search

Within each file, records are broken into fields. Depending on the report, the fields can be
searched individually or collectively. When selecting a search field, the user can select a
particular value, group, or string of values, depending on the field. When a field is selected, the
field must satisfy (match) all search criteria requested. That is, if 3 separate fields are to be
searched, the record to be printed/displayed must satisfy (match) each of the 3 search fields.
When a field is selected to be one of the search criteria, a value for the search must be entered.
These values will vary depending on each report. When selecting a value, be sure to follow the
same conventions as those followed when entering data within LINC-NET.

Procedure:

a. Select the appropriate report icon.

b. The report screen for the icon you have selected is displayed. Refer to the Help
screen for assistance in definition and parameters. If printing a report, it is
necessary to select a printer that will allow for a line-length to display the report
appropriately.

c. Select View to preview and display the report.

NOTE A monitor only Displays 39 rows. If reports exceed 39 rows, then you will
have to scroll down to the rest of the report.

3.3.3 To Print the Report:

When the report is displayed:

1. Select the View Option to view the report. To print the current page press the Print
Page button within the View Option.

2. Press the Print button from the Main Report Setup screen to print the entire report.
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3.3.3.1 Reports- Setup Printer Attributes

_ioix]

Select Report  Setup Help

History Reader Card (Auth) Time Period Input Alarm
& | &
Auth. Group Xaction Alarm
{B A
— (]

Card Personal

=)

Card Status

The ‘Setup...” button on the Main Report screen brings up the Setup screen, which allows the
user to select a font from the list of fonts available on the default printer. It also allows the user to
specify the maximum number of lines the printed page will hold, as well as the maximum line
length across the page. The ‘OK’ button makes the selection permanent by writing to a disk file.

The ‘OK’ button closes the Setup window. Any change made and not saved will be retained
while REPORT is still running.

setup x| setup x|
Printer: Brother MFCI600/9870 Series Printer: Brother MFCI600/9870 Series
DOrientation:  Portrait Print Setup. .. | Onentation:  Portrait Print Setup.__ |
Font:  [CEESTECTHNNINININN ~|  Font | Font:  |Asial x| Font_ |
MNote: Select a non-proportional font. Mote: 5 Aral -
Arnal CE
: - a Anal CYR
Lines per page: Im Lines per (4 o) Greek
. . ) 141 . Anal TUR
Maximum line length: I Maximum Vs 20 poltic
Courier Hew
Default | « DK I X Eancell Default|Courier New CE | X Cancel |
JENEE—

NOTE The font must be set to Courier or Courier New to properly align and view the report
correctly.
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3.4 Report Headings

3.4.1 Report Headings: History

Press the Report Icon to view the “Logger” History listings at any time.

History reports can be the most important tool at the user’s disposal. The history report has the
capacity to:

1. Determine which cardholder used a facility by:
a. Time
b. Date
c. Card Number (or range of card numbers) or Name
d. Reader Location
e. Transaction Type (Code)

2. Provide a hard copy of the transactions for historical archiving.
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3.4.1.1 History Reports: Display

Jl=1F
Display |§earch | Eile Option |
Select Display descriptions Change Heading
I PC number —Display sequence PC
I Task & Log order Task
r Log Date/Time = Date/time order Log D ate/Time
v Panel number Panel
v Code Code
= Alarm status Alarm status
v Date/Time Date/Time
v Card number Card number
= Card name Card name
v Where Where
v Other Other
Cusztom report Repaort ine length # Masimum: 172 4 72
INone ﬂ View E xit |
Print [~ Print to file

In the Display Sequence box, you can display the report in Log order. This produces all records
within the specified range in chronological order. If you select Display Sequence by Date/Time
order and choose Limit report to date/time range, the report will begin with the first record in the
system. You can limit the report by entering the starting date and time in the From box and then
entering the ending date and time in the To box. The Change Heading buttons permit you to
rename the field headers.

On the left side of the screen are the fields which can be printed in the reports. Checking the box
before the field [ ¥ ] will select it for printing.
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3.4.1.2 History Reports: Search

-loix
Display Search IEiIe Option |
Select Search values
v Panel number: from |1— to I‘Il]— or [ Host
'l Cade: I j or I ﬂ or I ﬂ
= Alarm status: Alarm ‘ Reset ‘ A\:knuwledgel
M  Date (" today  yesterday & fom | 47 872002 7| to | 471872003 x|
[© Time:from  [12:00:00 Av=] to [12:00:00 Ab=
r Card & Number: from |1 to (999999993999
" # Name: I or I or I
O Affiliation: [0
Ird Wwhere:! | or I or I
[”  # Other: |
[~ Case sensitive text search for searches marked with #
Custom report Report ine length / Maximum; 172 / 72
lm Create_.. Yiew Exit |
Print [" Print to file

3.4.1.3 History Reports: File Option

B Setup: History Report

Display | Search Eile Option |

File Sel
" Active history file
i+ Back-up file

Drive: [EETERMM - |
Check for backup

fram
to

=10 =]

Custom report

Create._. |

INone

Report line length # Masimum: 172 7 72

Exit

[~ Print to file

View

Print

Under File Selection, select Active history file to view transactions logged on the hard disk.
Select Back-up file to view the back-up files logged on any physical drive on either your Host or
a mapped Network Drive. The system will check for the files on the drive or diskette and will
show the date range found in the From:/To: area, just below the Check for Backup button.
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3.4.2 Report Headings: Host

The Host report has no values or search field option and serves only to provide information
regarding the location of the computer, its address, loop configuration, and the number of panels
in the system. At the host report panel, press View and the report information will be displayed or
press Print to print a hard copy.

3.4.2.1 Host Report: Display

RI=EY
Display I
Select Display descriptions Change Heading
i Address PC |
i~ Panel count Address |
= Loop configuration Panels |
I Port configuration Loop config. |
Port config. |
Custom report Report line length # Maximum: 135/ 72
lﬁ Create.... e Exit
Print [~ Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

Page 69 of 90 LINC-NET 5.14 User Manual 37-10055-002-D



3.4.3 Report Headings: Panel

The service personnel require configuration documentation for the panel. The hardware
configuration and its software definitions help in diagnosing any problems that may occur in the

future.

3.4.3.1 Panel Report: Display

Display | Search I

Select Dizplay descriptions

Location [street. city)
Model

Entry/E xit control
Duress action

Card format

Dayplight savings
Renewable shunt
History transfer
Expanzion boards

C.
Printer baud

R AKR KR KR KA

=10l x|

Change Heading
Panel
Location
Model
Entry/E xit
Duress
Card Format
Dayplight Saving
Renewable shunt
History Transfer
Exp. Board
Com Config.

Printer Baud

Cusztom report

|

Hone Create...

=

Fepart line length # Magimum: 313 /72

Exit |

FPrint

[~ Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.3.2 Panel Report: Search

Page 70 of 90

| setup: Panel Report

Display Search |

Select Search values

1 10

Panel number: from;

to

=10l x|

Custom report

Create... |

I None Yiew

FPrint

Report line length # Maximum: 313 /72

Exit |

[~ Print to file
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3.4.4 Report Headings: Operator Audit

This feature tracks any changes that an operator makes to the system, such as changing a card
ID or adding/deleting holidays. The stored information is viewed by generating the Operator Audit
Report in the Report section and may be sorted by date/time, ID #, action type, panel, door, and

detail.

NOTE: Access to this feature can be determined by program level and

password-protected.

Procedure:
1. Goto START Menu/Programs/LNv5_14 xx/ConfigLN.

2. In ConfigLN check the Operator Audit box in the Miscellaneous section.

e e e e e |

Mizcellaneou
[~ Previous version not LIMC-NET for YWindows W MicralPM ELY in use [~ ELY: Max one button
v MicroLPM PLUS# in use ¥ Photo Imaging ; [v ORION
CLIEMTS i use [rat llowed on Metwork) I LiNCAD instal. |
v Opgratar Audit

3. Click the Write button.
4. Click the Exit button.

You have now activated Operator Audit.

3.4.4.1 Operator Audit: Display
JA=TE

Display | Search | Eile Option |

Change Heading

Date/Time |
All fields are displayed.
= ]
D |
Action |
Detail |

MHone ‘I Create... View f Exit I

Print [~ Print to file

”Euxlum report Report line length # Masimum: 106 /0
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3.4.4.2 Operator Audit: Search

=] Setup: Dperator Audit Report

472872002 > [12:00:00 Al
472872002 = |[11:59:59 Pl

K

<

u
u

i

3.4.4.3 Operator Audit: File Option

B Setup: Operator Audit Report
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3.4.5 Report Headings: Building Hours

This feature allows an individual to see all the hours of access affecting any given department or
affiliation within a panel.

Procedure:
1. Goto START Menu/Programs/LNv5_ 14 xx/ConfigLN.
2. In ConfigLN check the Building hours report box in the Miscellaneous section.

Mizcelansou

[~ Previous version not LINC-NET For Windows v Microl P ELY i use [ ELY: Max one button
[V MicralPM PLUSE in use [V Phata Imaging ol [~ ORION

[ CLIENTS in use [not allowed on Netwark] [ LiNCAD Anstal...

w Operator Sudik arm routing dirig hours repoark
[V 0 Audi [~ Al i ing b

3. Click the Write button.
4. Click the Exit button.

You have now activated Building hours report.

3.4.5.1 Building Hours: Display

e
Display Iiean:h | Eile Option |
Select Display descriptions Change Heading
ml Department Repoit scope Card
o Affiliation Panel 1 Department
from [ 5/ 172002[12:00:00 A= afiliationy
) [ 57 1720027]12:00:00 A= In/out times
5 t hours
Total hours
Custom report Repait line length / b aamum: 98 /0
lﬁ Create... " "View Exit
Print I~ Print to file
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Report Headings: Building Hours (cont.)

3.4.5.2 Building Hours: Search

B setup: Building Hours Report

999939999999
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3.4.6 Report Headings: Reader

The reader report describes how the reader is defined and if any outputs are linked with the card
transactions. The report is used to:

a.
b.

C.

o

Indicate which door the reader is controlling.
Indicate which lock output is assigned to the

reader.

Indicate “Reader Fuction,” which describes how the reader is being used by the

system.

Indicate whether the “Two-Person Minimum Occupancy Rule” is in effect.
Describe the access time (lock activation time) for standard and long access.
Indicate access actions, which describe whether output functions are for

transaction by:
i. Authorized Card Transactions
ii. Card Group(s)
iii. Denied Access

3.4.6.1 Reader Reports: Display

B setup: Reader Report

Select  Display descriptions
I Assigned door number and door lock counter number
I Reader function/type
I Log transaction [write to journal)
I Control counter for 'twa person minimum occupancy’
I Pinpad disable time period
I Event lock [cantrol counter to block access)
I Access times

“Cost charged for access
Access actions: First aption
Second option

Third opti

Access denied

I IR I I

=181 x|

Change Heading

Humber
Door
Type

Log
TPMOR
PIN disable
Event lock
Access limes
Cost of access
Access actions

Custom report R
’V Mone - Cieate... View Exit

Frint

eport line length / Maximum: 207 /72

| ™ Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.6.2 Reader Reports: Search

Page 75 of 90

B Setup: Reader Report

Display Search |

Select Search values

I~ Door number: from |1 to |2400

=loix|

Custom report
P—M - Create._| View

Print

Repart line length / Masimun:, 207 /72

E xit |

I~ Print to file
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3.4.7 Report Headings: Input

A sense-input report documents the configuration and functionality of the sense inputs. Inputs
can be linked to outputs depending on its state. The sense-input report can indicate the
following:

Input assignment to a door.

Inverted polarity (Yes/No).

Egress-Without Energized.

Magnetic Lock Option. (Required when using a magnetic door lock).
Sense input “Type” (e.g., alarm, input switch, event)

Sense input Activation of outputs by:

oukrwnE

Alarm Door
a. Normal or Closed
b. Alarm or Left Open
c. Trouble or Forced Open

3.4.7.1 Input Reports: Display

=13l
Display | Search |
Selsct  Display descriptions Change Heading
7 Assigned door Panelfinput
I Inverted polarity e
7 Egress without snergize oD
7 Mag lock
Egress
v Type
2 & Mag lock
7 Door sense control counter
Type
I Input actions: Normal/Closed
Door CC
7 Alarm/Ajar
Input Action
I Trouble/Forced
. Supstvised
r Supervised
Latched
r Latched
Custom report Fiepot line snath ¢ Masimure 149 / 72
[Nene =] Create... Exit
Pint [ Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.7.2 Input Reports: Search

IR
Display Seaich |
Select  Search values
icd Panel number: from 0 o [0
I from [1 e (119

Custom report Feport ine length / Maximum: 143 / 72
None - Create... o =
Pint [ Piint to file
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3.4.8 Report Headings: Output

An output report documents the configuration and functionality of the outputs. Outputs are linked
to control counters and/or time periods. The output report can indicate the following:

Control Counter Class
Inverted Logic Status
Log Transactions

CC for External Shunt
Time Period Control
Static Counter Values

oukrwnE

3.4.8.1 Output Reports- Display

-Ioix
Display | Search |
Select  Display descriptions Change Heading
TS _PanelOuiput_|
icd Inverted logic Class
el Log transaction [write to journal) Inverted
icd Contiol counter for external shunt Log
icd Time period control Ext Shunt CC
v Static counter values (low. high. preset, maximum) TP Control
Counter Values
Custom report Report line length / Masimune 156 /72
[Nome =] Create... Exit
Print [” Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.8.2 Output Reports: Search
loix

Display Search |

Select  Search values

r Panel number: fram 0 o [0
r Dutput number:  from  [1 o [88

Custom report Repart line length / Mawimum: 156 /72
None - Create... | T View Exit
Print " Print to file
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3.4.9 Report Headings: Floor Groups

A floor group report describes the groups of relays that are associated with each floor group
number controlled by each MicroELV in the system. Affected readers and Output boards can
also be listed. The Report details the following:

The panel number associated with each floor group

Floor Group number and name

The range of relay numbers associated with each Output board in the system
The reader terminal associated with each floor group

pONPE

Under Report Type, select the Floor group button to view which floor group has which floors.
Select Floor Relay Name to display the panel, relay number, name, and the reader terminal
associated with each floor group.

3.4.9.1 Floor Groups Reports: Display

(ol
Display | Search |
Report type Change Heading
& Floor group
Panel/FG
€ Floor relay name
Out #1
Select  Display descriptions O £
Out #3
P Out #1 Out #4
= out #2 —_—
Panel/elay
I out #3
Feader
I Out #4
Custom report Repart line length ¢ Masimum, 107 / 72
[ Wone - Create —

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.9.2 Floor Groups Reports: Search

B Setup: Floor Group Report P[]
Display Search |

Select Search values

r Panel number: from o to [0
r Floor group number: from [1 to [251
I Floor relay number: fiom  [25 | to [88

Custom report Repart line length # Maimum: 101 /72
None - Create... g i
Print I~ Print to file
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3.4.10 Report Headings: Card (Authorization)

A Card Authorization report describes the cardholder’s access control parameters (active, long
access, etc.). It can also be useful to search for the following.

NoggkrwhE

3.4.10.1 Card (Authorization) Report: Display

List a sequence of cardholders
Check those that are exempt from Entry/Exit

Look for a specific person by name or card number
Look for a particular affiliation and authorization group
Look for particular access privileges
Look for expiring or expired cards
Verify all active cardholders

Under Display Sequence, select the order in which you want the display to appear. The default
card number order will display the cards in ascending numerical order. Selecting name order will
display the card name alphabetically by last name. Alphabetical names by department lists
cardholder names in the order programmed in the Card (Personal) screen.

B setup: Card {(Authorization) Report

| search |

Select Display descriptions

Card name

Escort

Exempt from Entry/E xit

I R I A B B B |

rDisplay sequence
@ card number order

" name order

Change Heading
MHumber

Department

" alphabetical names by d

Hame

Mommal access [card active. long access)

Ovenide capability [event lockout, acccess cost)

Access
DOverride
Escort
Entry/Exit
Card group
CC for H-class
Affiliation
Auth Group

Expiration

Elevator

=101

Card group
Control counter for H-class authorization
Affiliation
Authorization group
Expiration dates
Elevator control
Custom report
Pﬁ Crate__|

Repart line length £ Maximum: 182 / 72

Yiew Exit

Print [ Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.
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3.4.10 Report Headings: Card (Authorization) Report (cont.)

3.4.10.2 Card (Authorization) Report: Search

Display {Search'|

Select  Search values

=101 x|

r Card number: from |1 to |1

I~ # First name: | or I or I

I  #Last name: | or I or I

r Card active: I~ Active

r Escort capable: I~ Escort capable

ml Escort required: I” Escort required

m Affiliation: | or | or
ml Authorization group: I or | or |

r Expiration date: from | 4/28/2002 = to | 4/28/2002 =

r Time Segment Setup...

[~ Case sensitive text search for searches marked with i

Custom report
’7 None 'I Create...

View

Print

Feport line length ¢ Maimum: 182 / 72

Exit

[~ Print to file

3.4.10.3 Card (Authorization) Report: Search “Time Segment Search Setup”

At the bottom of the menu is the Time Segment Setup option that is also contained in the
Authorization Group report section. This option provides the operator with a means of querying
the system by an instance in time rather than by Authorization Group definition. The Time
Segment Search option is useful when it is not known which or how many authorization groups
are defined to include a specific period of time. By using this resource, the block of time itself is
stipulated and then the system is searched for records relevant to that period of time.

Time Segment Search Setup

Select Search values

¥ Search standard time periods for the selected segments below:
v Search holiday time periods for the selected segments below
Start Stop
Day Time Day Time
I 1 INnne j II]:[II] INnne j II]:I]I]
I #2 INnne j II]:[II] INune j II]:I]I]
I #3 INnne j II]:[II] INune j II]:I]I]

Mote: Search for a time segment finds a match if any portion of

any segment iz in the time penod.

Close |

Page 80 of 90 LINC-NET 5.14 User Manual

37-10055-002-D



3.4.11 Report Headings: Authorization Group

An Authorization group describes the area and time in which a cardholder has valid access. The
report can be used as follows:
1. List one or more of the Authorization Groups (1-99,999).
2. Search for an Authorization Group by: Time Periods, Panel(s), readers (a- I),

and Time Segment Setup (search by standard and/or holiday time periods for
selected segments).

3.4.11.1 Authorization Group Reports: Display

=] Setup: Authorization Group Report

Display | Search |

All fields are displayed.

=loi x|

Change Heading

Auth. Group

Custom report
’7 Hone

Report line length / Maximum: 35 / 72

- Creale... | ‘

Exzit |

View

Print [ Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.11.2 Authorization Group Reports: Search

At the bottom of the menu is the Time Segment Search option that is also contained in the Card
Authorization report section. This option provides the operator with a means of querying the
system by an instance in time rather than by Authorization Group definition. This is useful when
it is not known which or how many authorization groups are defined to include a specific period of
time. By using this resource, the block of time itself is stipulated, and then the system is
searched for records relevant to that period of time.

B setup: Authorization Group Report

Display Search |

Select

W~

=

L |

Search values

Authorization Group number: from |0 to

Time Period: ll]_ or l[l— or l“—
Panel: from ll]— to lﬂ—

Reader:  a|b|c|d|e|]aln|ililk]1]

0 E

=101 x|

Time Segment Setup....

Custom report

Create...

View

Print

Repart line length ¢ Maximum: 35 / 72

Exit

I~ Print to file

See also Card (Authorization) Report- Search “Time Segment Search Setup” screen.
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3.4.12 Report Headings: Card Personal

LINC-NET permits the user to enter personal data for each cardholder. This report can be used

to:

1. Search for a particular cardholder
2. Search for a particular automobile license number
3. Generate a Department Cardholder Report.
4. Access an emergency contact
5. Determine a cardholder’s hire and termination date

3.4.12.1 Card Personal Information Report: Display

Display | Search |

Select

Display descriptions Display sequence

% card number order

o]

Change Heading
Mumber
Department

Name

| names by d

F Deeinen " name order
17 Card name € alphabeti
~ Employee number

72 Hire date

i~ Termination date

~ Company. Division, Site. Region

r Work telephone numbers

- Home [stieet. city, telephone)

r Emergency contact [name, telephone]
r Vehicles

r Physical characteristics

r Social Security HNumber

r Personal data

Employee no.
Hire date

Termination date

Company, Div.
‘Work tel. no.
Home
Emergency
Vehicles
Physical data
Soc. Sec. No.

Personal data

Custom report
’7 None 'I

Create__ I

Report line length / Maximum: 127 / 72

Exit

Print

[~ Print to file

Under Display Sequence, select the order in which you want the display to appear. The default
card number order will display the cards in ascending numerical order. Selecting name order
will display the card name alphabetically by last name. Alphabetical names by department
lists cardholder names in the order programmed in Card (Personal) screen.

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.12.2 Card Personal Information Report: Search

Display Search |
Select  Search values
™ Card number: from |1 o Il
[~ # First name: I or I or I
[~ # Last name: I or I or I
- Employee number: l—
[~ Hire date: between | 4/28/2002 = and | 4/28/2002 =
[~ Temination date: between | 472872002 - and | 4/28/2002
- Department: l—
- License plate: l—
- Social Security Number: I

=10l

[~ Case sensitive text search for searches marked with 1t

Custom report
’7 None

j Create....

Yiew

Frint

Report ine length / Magimum: 127 /72

Exit

I~ Print to file
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3.4.13 Report Headings: Card Status

Card In/Out status can be reported by Card Number, Affiliation, or Department.

1. Card Name
2. Last Access Information
3. Building IN status (by card number, affiliation, or department)

3.4.13.1 Card Status Reports: Display

Under Display Sequence, select the order in which you want the display to appear. The default
card number order will display the cards in ascending numerical order. Selecting affiliation
order (listed by auth group) will display the auth group alphabetically. Alphabetical names by
department lists cardholder names in the order programmed in Card (Personal) screen.

B setup: Card Status i [w] 3]

Display | Search |

Display sequence

Change Heading
& card number arder -
£ afiliation erder umber

Department

 alphabetical names by department

Affiliation

Select Display descriptions MName

I Card name Last access
I Last access information Bldg IN status
I Building IN status
Custom report Report s length / Masimum: 105 / 72
None -~ ceate.. | | [T Wew | B
Pint | Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.13.2 Card Status Reports: Search

Note that the Building IN Status field allows the operator to perform a search report of
cardholders that are in the building. This is accomplished by selecting both the Building IN
Status and the In boxes. The Card Status report can also provide information about which
cardholders are presently NOT in the building. This is accomplished by selecting ONLY the
Building IN Status box, and NOT the In box.

=

Display | Search

Select  Search values [~ Case sensitive text search for searches marked with #
T Cardnumberfrom [0 to [0
[~ #Firstname: I or I or I
[~ #Last name: or I or |
[~ Affiliation: or I or I
[~ Department: or | or |
- Building IN status: T in

ustom report Reportline length / Maximum: 105 /120
None - Create... View | Exit
Print |r Print to file
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3.4.14 Report Headings: Time Period

3.4.14.1 Time Period Reports- Display

LINC-NET uses Time Periods in a variety of ways, such as validating card usage, scheduling
automatic door-open, and shunting alarms. The report prints or displays the Time Periods (2-
999) with or without its Holiday Time Period counterpart.

B setup: Time Period Report

Display | Search |

Repoittype |
* Time periods
" Panel time periods

Select

~
W~

Note: If "'Time segment’ is selected on the Search page then the
selections above will be overwritten by the selections on

Display descriptions

Standard time period

Holiday time period

the Time Segment Search Setup window.

Change Heading

Panel
Time Period
Standard
Holiday

Custom report

None

Create.. |

Repart line lenath / Maimum: 90/ 72

View Exit

Print I~ Print to file

=181

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.14.2 Time Period Reports: Search and Time Segment Search Setup

At the bottom of the menu is the Time Segment Search option that is also contained in the Card
Authorization and Authorization Group search reports sections. This option provides the
operator with a means of querying the system by an instance in time rather than by Time Period
number range. This is useful when the number of time groups is not known. By using this
resource, the block of time itself is stipulated and then using this resource searches the system
for records relevant to that period of time. See Setup: Card (Authorization) Report- Search “Time
Segment Search Setup” screen.

B Setup: Time Period Report

Display Search |

Select Search values

= Panel number: from

lu— © lu—

=l

Custom report
’V Mone B Create_..

Repot line length / Masim

View |

Pt | Print to fiie
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Time Segment Search Setup

Select Search values

i Search standard time periods for the selected segments below:

ir Search holiday time periods for the selected segments below

Start.

Stop,

Day

Day Time

rom |N0ne

|N0ne j |0:00

ro#2 |N0ne

|N0ne j |0:00

o # |N0ne

|N0ne j |0:00

HNote: Search for a time segment finds a match if any portion of
any segment is in the time period.

Close
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3.4.15 Report Headings: Holiday List

LINC-NET supports up to 365 days of holidays plus 1 additional day for leap year. The report will
generate a list of holidays by year then month. The days that appear in the report determine
when the system will utilize the Holiday Time Period. The following functions are affected by
holiday:

Card Access Alarm Monitoring  Automatic Door Open  Inputs/Outputs  Outputs

3.4.15.1 Holiday List Reports: Display

B Sctup: Holiday List Repart =10l

Display | Search |

Change Headi

" "Honth/Day
All fields are displayed.

Mone - Create... View | Exit |

Brint | Print to file

"Euxlnm report Repart ine length / Marimure; 35 / 72

NOTE The Change Heading buttons permit the renaming of the field headers.

A range of up to 10 years may be searched in the Holiday List Reports Setup menu.

3.4.15.2 Holiday List Reports: Search
-1l

Display Search |

Select Search values

v Year: hom |2002 o |2002

P Month: from “[January x| to [December x|

Custom report Report ne lengih / Masimum: 35 /72
None - Create... View | Exit
Pint [ Piint to file
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3.4.16 Report Headings: Print Badges

Print Badges allows you to batch print as many cards as necessary, using the data entered in
LINC-NET. Printing can be done as a batch, or all at the same time.

=

Print badges

[~ all cards

—Card range

framm I1

" 393333933333

—Layout
f* Assigned

{~ Department

Wiew | _
E xit
Brint |
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3.4.16 Report Headings: Input Alarm

Select the desired fields to be displayed or printed by clicking on each selected box. The report
will list, in columns, all the inputs requested and any or all of the following data: the Alarm
Number(s), the Alarm Location, the Alarm Priority number (0-9999), the Shunt Time Period (2-
999), Text message, and Instructions regarding an alarm acknowledgment.

3.4.16.1 Sense Input Alarm Reports: Display

Display I Search |

Select

Display descriptions

~=1ol x|

Change Heading

v Location Panel/Mumber

i~ Priority Location

v Shunt Time Period Priority

v Text for alarm journal log Shunt TP

= Instructions Text

m Routing -

Routing
Custom report Report line length / Maximurm: 132 7 72
None 'I Create... View Exit |
“I I~ Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.16.2 Sense Input Alarm Reports: Search

| Setup: Sense Input Alarm Report =0 ﬂ
Display Search |
Select Search values

Fi.....Pancl pumber from. [0 o [0

r Input number: from |1 o |71
Custom report Repoit line length ¢ Marimum: 132 /72
INnne < Create. View Exit

Print [" Print to file

If a Search is performed, only the range of sense input alarm numbers and panel numbers is user
selectable. Enter the range of input numbers to be used in the search, then click on the Select

box.

Page 87 of 90

LINC-NET 5.14 User Manual

37-10055-002-D



3.4.17 Report Headings: Xaction Alarm

Select the desired fields to be displayed or printed by clicking on each selected box. The report
will list, in columns, all the transaction alarm numbers requested and any or all of the following
data: the Alarm Location, the Alarm Priority number, the Shunt Time Period (1-999), Text
message, and Instructions regarding an alarm acknowledgment.

Display Options:

1. Location/Transaction Code

2. Priority
3. Shunt Time Period

Search Options:

4. Text for Alarm Journal

5. Instructions

3.4.17.1 Transaction Alarm Reports: Display

B Setup:Transaction Alarm Report

Display | Search |

Select  Display descriptions

=2

R A

Location

Priority

Shunt Time Period

Test for alarm journal log
Instructions

Routing

1. Panel Number

Change Heading

Panel/Code
Location
Priority
Shunt TP
Text
Instructions
Routing

=10l =]

Custom report
’7Nnne - Cieate.. | el

Print

Repart line lenath / Maximum: 148 / 72

Exit |

[~ Print to file

NOTE The Change Heading buttons permit the renaming of the field headers.

3.4.17.2 Transaction Alarm Reports: Search

Display Search |

Select Search values

r Panel number: from 0 o |0

or [ Host

~lolx|

Custom report

[Mone =] Create...

Yiew

Fiepott fine length ¢ Marimum: 148 / 72

Exit

Print

[” Print to file

If a Search is performed, only the range of panel numbers is user selectable. Enter the panel
number(s) to be used in the search, then click on the Select box.
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3.4.18 Report Headings: Print Photos

Print Photos allows you to print the employee photographs that are currently in the Employee tab
of the Change Card directory. Select all cards or the Card range of that you wish to print.

JST=I

Print photoz

Card range

fram I'I
ta ISSSSSSSSSSSS

Laypout I

el
—_— Exit
Eririk

Page 89 of 90 LINC-NET 5.14 User Manual 37-10055-002-D



End of Manual
October 2008
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